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MOJEJIb YI'PO3 BE3OITACHOCTH INIEPCOHAJIBHBIX JTAHHBIX B
UH®OPMAIIMOHHOM CUCTEME NEPCOHAJIBHBIX JAHHBIX

1. OOmue nos0KeHUs
Hacrosimass Mogenp yrpo3 0e30macHOCTH MEpPCOHAIbHBIX JaHHBIX (Hanee — Moxens yrpos), B
MH(OPMALIMOHHONW CHCTeME TMEePCOHANBHBIX JaHHBIX MHIMBHIyaJIbHOIO NPEANPUHUMATEINS
Cy60otunoit Aunbl ButanbeBunl (manee — WMCII/IH), pa3paboTaHa Ha OCHOBAaHUH CIEIYIOIIMX
JOKYMEHTOB:
— @enepanpHblii 3aKoH 0T 27.07.2006 1. Ne 152-®3 «O nepcoHanbHBIX JaHHBIXY;
— Meronuka onenku yrpo3 6ezonacuoctu nHpopmanuu (yrB. ®CTOK Poccum 05 despans 2021
r.);
— ba3zoBas Mozenp yrpo3 0e30IaCHOCTH INEPCOHAIBHBIX JAHHBIX IpU HUX 00paboTke B
MH(OPMALIMOHHBIX cucTeMax nepcoHanbHbIX JaHHBIX» (YTB. DCTIK Poccum 15 pespans 2008 r.);
— IlocranoBnenue IlpaBurtenscrBa Poccuiickoit @enepamuu ot 01.11.2012 r. Ne 1119 «O6
YIBEP)KJCHUH TpeOOBaHMI K 3allUTe NEepCOHANbHBIX JAHHBIX NpU HX 00paboTke B
MH(POPMAIMOHHBIX CHCTEMaX MEePCOHAIBHBIX TaHHBIX).
Mogenb yrpo3 HCHONB3yeTCA TMpu pa3paboTke cuctembl 3amuTtbl [1/[H, oOecneunBaromeit
HEUTpaIu3aluio MPEANoIaraéMblX yrpo3 ¢ MCIOJb30BAHUEM METO/0B U croco0oB 3amuThl [1/1H,
NPeSYyCMOTPEHHBIX /s cOOTBeTCcTBYoIIEero kiacca MCIT/IH.
OTBeTCTBEHHBIM 32 OOECIIEYeHHWE 3allWThl TEPCOHANBHBIX JaHHBIX MHIWBUAYaIbHOTO
npennpuaumarens Cy60orunoit AnHbl ButanbeBusl (nanee - UII) sensercs OTBeTCTBeHHBIH 3a
0€301MacHOCTb NEPCOHATIBHBIX JJAHHBIX, KOTOPbII Ha3HauaeTcs npukazom UIIL

2. OcHOBHbIE IOHATHS
Ilepconanvuvie Oannvie — moOast HHGOPMAIMs, OTHOCIMIASCS K TMPAMO HWIM KOCBEHHO
OTIpeIeIECHHOMY WJIM oOIpefenseMoMy (QHU3nYecKoMy JHIy (CyObEKTy MEepCOHANbHBIX JAHHBIX)
(manee — T10n);
Ilepconanvuvie 0annvle, paspeuieHHble CYObEKNOoM NePCOHANbHBIX OAHHBIX 011 PACNPOCMPAHEHUs—

NEpCOHANIBHBIC JAaHHBIC, OOCTYII HCOIPAHUYCHHOTO Kpyra JHI K KOTOPBIM HpPCAOCTABJICH



CyOBEKTOM MEPCOHATBHBIX AAHHBIX MyTEM Jayd COTJIacHus Ha 00pabOTKYy MEPCOHANbHBIX JTAaHHBIX,
pa3pelIeHHBIX CyOBEKTOM NEPCOHANBHBIX [JAHHBIX JUIS PAclpOCTpPaHEHUs B  MOpPSAKE,
[IpelyCMOTPEHHOM HacTosmuM denepaibHbIM 3aKOHOM,;
Hugopmayuonnas cucmema nepcoHanvubiXx OAHHbIX — COBOKYITHOCTb COJIEpKaluxcs B 0azax
JAHHBIX TEPCOHAJBHBIX JIAHHBIX M O0ECNEeYUBAIOIUX HUX 00paboTKy HHGPOPMAIMOHHBIX
TEXHOJIOTUH U TexHuueckux cpeacts (nainee — UCIIn);
Aemomamuszuposannas cucmema — 3TO CUCTEMA, COCTOALAS U3 MEPCOHAIa U KOMILUIEKCAa CPENICTB
aBTOMATH3AllMU €r0 JEeATeNIbHOCTH U pean3yeT HH()OPMALMOHHYIO TEXHOJIOTMIO BBIIOJHEHHS
ycTaHOBJICHHBIX (yHKIHH (nanee — AC);
Aemomamu3zuposanuas uH@GOpMAyuoHHas cucmema — OSTO COBOKYIHOCTh IPOTPAMMHBIX U
anmapaTHBIX CpPEJICTB, NpPEIHA3HAYEHHBIX I XpaHEeHUs U (WIM) YyOpaBlIeHUS JaHHBIMU U
uH(popMaleH, a TakKe AJIs TPOU3BOJICTBA BhiuKcieHui (nanee — AVC);
Unpopmayuonnas bOeszonacnocmv — STO COXpAaHCHHE M 3allMTa HHPOPMAIMHM, a TaKXKe ee
BAKHEHIIUX 3JEMEHTOB, B TOM YHCJIE CUCTEMbl M O0OOpYyJOBaHHE, IpPEAHA3HAUYECHHbIE IS
MCIIOJIb30BaHUs, COepEeKEeHU U Tiepeadn dTor nHpopMmanuu (nainee — Mb);
HCJ/[ — HecaHKIIMOHMPOBAHHBIN JOCTYII;
1IC3U — nporpammHas cucteMa 3aliuTbl THOpMaIUy;
CBT — cpenicTBO BEIYMCIUTEIIBHON TEXHHUKH;
C® C3I/[n — cpena GyHKIMOHUPOBAHUS CHCTEMBI 3aIUTHI IEPCOHATBHBIX JIAHHBIX;
Cucmema 3auumsl NepCOHANLHBIX OAHHBIX— ITO KOMILJIEKC MEP U MEPONPUITUI OpTraHU3AIIOHHOTO
U TEXHUYECKOTO XapaKTepa, HaIllpaBICHHBIX Ha MPOTUBOACUCTBHE HECAHKIMOHUPOBAHHOMY
JOCTYNy K 3aKpbITOH MH(OpMalMM C YYETOM aKTyaJbHOro TUIa yrpo3 Oe3omacHocTu(nanee —
C3I1dn).

3. CocTaB U CTPYKTYpPa MEePCOHAIBHBIX TAHHBIX
3.1. B UCIIAn HII ob6pabareiBaroTcsi CileIyIOIME NEpCOHANbHbIE JaHHbIC: (QaMuiIMs, WM,
OTYECTBO CYOBEKTa, JaTa POXKJIEHUS, aapec MECTOXKHUTEIbCTBA WM PErucTpaluu, ceMerHoe
MI0JIOXKEHUE, JaHHbIE M1acIopTa.
3.2. B coorBercTBUHM ¢ 11l. 6 U 7 «TpeGoBaHui K 3aIUTe MEPCOHATBHBIX JAHHBIX MPU UX 00paboTKe
B HMH(QOPMAIIMOHHBIX CHUCTEMaX T[EPCOHATBHBIX JTaHHBIX», VYTBEPKAEHHBIX ITOCTAHOBJICHUEM
[IpaButenscTBa OT 1 HOsIOps 2012 1. No 1119 1 AKTOM OLIEHKM MOTEHLIMAIBHOIO Bpeaa cyObeKkTaM
nepcoHanbHbIX JaHHBIX UII nns muHbopmanumonHoit cuctembl OmnepaTopa akTyalbHbl YIPO3bI
0€30IaCHOCTH MEePCOHANBHBIX JaHHBIX 3-ro THUna. C yuyé€ToM TOro, 4ro MH(pOpMaIMOHHAs CUCTEMa
Omneparopa obpabareiBaeT nepcoHanbHbie qaHHBIe MeHee yeM 100 000 cyOBeKTOB MepCOHaIbHBIX
JaHHBIX, HE0OX0AUMO olecrnieueHre 4-ro YpoBHs 3alIUIIEHHOCTH MEPCOHANIbHBIX JAHHBIX MPH MX

o0paboTtke B nH(pOpMaImoHHou cucteme Oneparopa.



4. Oo6uee onucanue MHGOPMAIMOHHO-TEXHOJIOTHYECKOI CTPYKTYPbI
4.1. Tlepconanpnble JnaHHble oOpabarteiBatorcss WII B ciepyromux wnemsx: oOecredeHue
COOJIIOJICHHUST 3aKOHOJATENbHBIX M HWHBIX HOPMATHBHBIX NIPAaBOBBIX aKTOB P®, JOKanbHBIX
HOpPMAaTHUBHBIX akTOB OnepaTopa; MCIOJHEHHs] 0053aHHOCTEH, BO3JIOKEHHbBIX 3aKOHOAATEILCTBOM
P® na Omneparopa, B TOM 4YHUCJIE CBS3aHHBIX C IIPEICTaBICHHEM IIEPCOHAIBHBIX IAHHBIX B
HasioroBele opranbl, IleHcuonnslii ¢oun Poccuiickoit  @eneparun, POHA COUUAIBHOTO
ctpaxoBanus Poccuiickoit Denepanuu, DenepanbHbiii (HOHA 00S3aTEILHOTO MEIUIIMHCKOTO
CTPaxOBaHHUs, & TAK)KE B UHBIC I'OCYJapCTBEHHBIE OPTaHbl; PEryJIUPOBAaHUSA TPYIAOBbIX OTHOLLIEHUH C
paGotHukamu Orneparopa (TpyAOYCTPOICTBO, KOHTPOJb KOJMYECTBA M KAauyeCTBAa BBIIOIHIEMOM
paboThI, obecreyeHne COXPaHHOCTH MMYIIECTBA); MCIIOJHEHHsS CyIAeOHBIX aKTOB, aKTOB APYTHX
roCy/IapCTBEHHBIX OpPraHOB WM JOJDKHOCTHBIX JIMI[; peaJiu3allud IpaB U 3aKOHHBIX HMHTEPECOB
Oneparopa B paMKax BEACHHMsS BHJOB JEATEIbHOCTH, MPEAYCMOTPEHHBIX JIOKAJIbHBIMU
HOpPMAaTHUBHBIMU akTaMu OnepaTopa, Wi TPETbUX JIUI JIUOO0 TOCTUKEHUS OOIIECTBEHHO 3HAYMMBbIX
LENEH.
4.2. UI1 nmeeT cOOCTBEHHYIO JIOKAJIIbHYIO BBIYMCIUTEIBHYIO CETh, K KOTOPOW MOAKIIOUYEHbI 0a3bl
JAHHBIX UHPOPMALIUH, COoJleprKalllie epcoHalIbHbIE AaHHble rpaxaaH PD no cienyromemy aapecy:
109544, r. Mocksa, yi. MexnynapoaHas, a. 34, k. 194.
4.3. Noctyn B opuc UIT ocymiecTBisieTcs OAHUM U3 CIEAYIONINX CIIOCOO0B:
— BXOJ] IPY IOMOIIM MEXaHUUYECKOT'O CPECTBA 3aIIUThI OT B3JIOMA.
4.4. CpencTBa 3alIUTHl B BUJI€ aHTUBUPYCHON MPOrpaMMbl YCTAHOBJIEHbI HAa pabounx MecTax U Ha
cepsepax UII.
4.5. JlocTyn B CUCTEMBI OCYILIECTBIISETCS 110 MHAWBUIyaIbHOMY JIOTHHY U MapoJIto.
4.6. KaxnoMmy paOOTHUKY OCYLIECTBIISIETCS pacChlika HMHQOPMAIIMOHHBIX MAaTepHalioB U
HOPMAaTHBHBIX JIOKYMEHTOB B 00;1aCTH MH(OPMAIIMOHHON 6€30acHOCTH.
5. Bo3moikHbIe HeraTUBHbIE NOCJIEACTBHUS OT peaau3auuu (BO3HMKHOBEHHS) YIPo3
0e30MaCHOCTH NMEePCOHATbHBIX JAHHBIX
5.1. Buapl puckoB, KOTOpblEé MOTYT HACTYNUTh OT HAapyIICHHUS WIM MPEKpallleHUs OCHOBHBIX
IIPOLIECCOB:
— yiep0 Gu3MYecKOMy JIHILY;
— PpHUCKHM IOPUAWYECKOMY JIMIly, HWHAMBUAYyAJIbHOMY [MpPEANPUHUMATENI0, CBSI3aHHBIE C
XO3IMCTBEHHOH JIeATEIIFHOCTRIO
— ymep6 rocyaapcTBy B obiactu obecreueHHst 0€30MacHOCTH TOCyJapcTBa M MPABOMOPAIKA, a
TaKkXe B COLMAIbHOM, SKOHOMHUYECKOU, MOJTUTHYECKOH, IKOJOTHUECKON cepax AesTeTbHOCTH U

APYruc;



5.2. Bo3MOXHBIE HETaTHBHEBIE ITOCJEICTBHS,

HAaCTYIINICHUC KOTOPBIX MOXET IIPHUBECTU

BO3HHUKHOBEHHUIO PUCKA, PEACTaBIEHbl B TabnuLe HIKe:

Ne

Bunsl pucka (ymep6a)

Bo3MoskHBIE TUIIOBBIE HETaTUBHBIE IIOCJICACTBUA

Vi

Yep6
h117010%

buznIecKoMy

VYTrpo3a )K1U3HU WIH 310POBBIO.

VYHuKeHne JOCTOMHCTBA TUYHOCTH.

Hapymienne cBo001bI, TUYHON HETPUKOCHOBEHHOCTH.
HapymeHnrne HenpuKOCHOBEHHOCTH YaCTHOW JKU3HU.
Hapymienne nu4HON, CEMEHHOM TalHBI, yTpara 4eCTH U
100pOTr0 UMEHU.
Hapywenne TalHbI [IEPEIUCKH, Tese()OHHBIX
MIEPErOBOPOB, UHBIX COOOILIEHUH.

Hapyuienue npaB U cBOOOJ TrpakJaHUHA,
3akperi€éHHbIX B Koncturynuu Poccuniickoit @enepaunu u

(denepanbHBIX 3aKOHAX.

HWHBIX

OUHAHCOBBIN, MHOW MaTepHAIBHBIN ymepd (pu3ndecKoMmy
JUILLY.
Hapymienne KOH(HUICHIINATLHOCTH (yTeuka)
[IEPCOHANIBbHBIX TAaHHBIX.

"Tpans" rpaxnanvHa B cetu "MHTepHeT".

Pazrnmamenue MNCPCOHAJIIBHBIX JAaHHBIX I'PAXKIAH.

v2

Puckn

ULy,
pEeANPUHUMATEIO,

HOPUINYICCKOMY
HHIWBUAYAJIbHOMY

CBsI3aHHBIE C
XO3IUCTBEHHON
eI TENbHOCTBIO

Hapymenue 3akoHonarensctBa Poccuiickoit ®denepanny.
[ToTeps (xuiieHNE) AEHEKHBIX CPEACTB.

Henononyuenue 0’KMJIaeMOU (mporHo3upyemoii)
MpUOBUIN.

HeoOxoaumMocTh JOMONHUTENBHBIX (HE3allJIaHUPOBAHHBIX )
3aTpaT Ha  BbILIATBL  IITpagoB  (HEYCTOEK) WU
KOMIICHCALIUH.

Heo6x01uMoCTh TOMOMHUTENBHBIX (HE3aIIaHUPOBAHHBIX)
3aTpaT Ha 3aKylKy TOBapoB, paboOT WK ycIyr (B TOM

YHUCJIC 3aKYyIIKa ITPOrpaMMHOTro O6CCH6‘{CHI/IH, TCXHHUYCCKUX

CPEeICTB, BBIIEAUIMX M3 CTPOsl, 3aMEHA, HACTPOMKa,
PEMOHT yKa3aHHBIX CPEJCTB).

Hapymenune mratHoro pexuma (QYHKIIMOHUPOBAHHUS
ABTOMAaTU3MPOBAHHON CUCTEMBI yIpaBJiIeHUSA u

yIpaBIsieMOro 00beKTa U/ UITH TpoIiecca.

CpbIB 3aMJIaHUPOBAHHOM C/IENIKU C MapTHEPOM.
Heo0xoaumMocTh JOMONMHUTENBHBIX (HE3aIJIaHHPOBAHHBIX )
3aTpaTr Ha BOCCTAHOBJICHHUE JIEATEIIbHOCTH.

[ToTepst KITMEHTOB, MOCTABIIIUKOB.

[ToTepst KOHKYPEHTHOTO MPEUMYIIIECTRA.
HeB03MOXKHOCTH 3aKIIOYEHHS JOTOBOPOB, COTJIAIICHUH.
Hapymenue nenoBoii pemnyranum.

CHIKEeHHe NpecTrka.

Juckpenuraiusi paOOTHUKOB.

VYrpara nosepus.

4




[TpryrHEHNE UMYIIIECTBEHHOTO yIiepoa.

HecnocoOHOCTH BBITIOIHEHUS TIOTOBOPHBIX 0053aTEIIbCTB.
HeBo3MOXHOCTD pemieHus 3amay (peanu3anui QyHKIU)
WM CHWXeHHe A(P(PEKTUBHOCTH  pEUIeHHs  3a/1ad
(peanmuzarnuu GyHKINN).

HeobxogumocTh m3MeHeHUs (IIepEeCTpPOSHUs) BHYTPECHHUX
npouenyp Jid JOCTHKEHHMs Ieliei, peleHus 3aaad
(peanmuzarnuu GyHKINN).

IIpuHsTHE HENPABUIIBLHBIX PEILICHUA.

[Tpoctoii nHOpMAIIIOHHON CHCTEMBI HITH CETH.
[TyGnukanuss HeZOCTOBEpHOH uWHPopManuu Ha BeO-
pecypcax opraHu3aiuy.

Vcnonb3oBaHue BeO-pecypcoB [yl paclpoOCTpPaHEHHUs U
yIpaBJIeHUS BPEAOHOCHBIM IIPOrPAMMHBIM 00ECIIEYEHUEM.
Paccbuika UH(POPMALIMOHHBIX cooOuIeHni c
HCIOJIb30BaHUEM BBIYUCIIUTENBHBIX MOUIHOCTEN
orieparopa u (Wu) OT €ro UMEHH.

YTeuka KoHPHUIESHIMATHHON HHPOpMAIH (KOMMEPYECKOM

TallHbl, CEKPETOB IIPOU3BOJICTBA (HOY-Xay) U Jp.)

v3

VYmepd rocymapctBy B
obnactu obecreyeHus
0e30macHOCTH

rocyapcTBa u

MpaBOMOpPAJIKA, & TAKKE B
COITMAJTbHOM,
SKOHOMHYCCKOH,
MMOJTUTHICCKOM,
JKOJIOTMYecKol  cepax
NeATEeIbHOCTH

[TpuunHeHue yuiep6a KU3HU U 3J0POBBIO JTOACH.
[Tpexpamienne wiaM  HapylleHUe (DYHKIMOHUPOBAHMS
00BEKTOB 00eCTIeUeHUs )KU3HEACATEIbHOCTH HACEICHHUS.
[Tpekpaienne mwiy HapyumeHue (YHKIHOHUPOBAHUS CETH
CBSI3H.

[IpexpanieHne WM Hapyl€HUE NPOBEACHUS KIMECHTaMHU
orepaiuil mo 6GaHKOBCKUM cyeTaM M (uiin) 0€3 OTKPBITUS
0AHKOBCKOI'0 cueTa WJIM ONEepalui B CUCTEMHO 3HAYMMOMN
KPEIUTHON OpraHU3alMM, ONEepaTOpPOM YCIyr IUIaTEKHOU
UHPACTPYKTYPBl CUCTEMHO U (MJIM) COLUAIBHO 3HAYUMBIX
IIJIaTEKHBIX CHUCTEMHO 3HAYUMOU
UHOPACTPYKTYPHOM Opranuszanueil GMHaHCOBOTO PHIHKA.
Bpennbie BO3AEHCTBUS HA OKPYKAIOLLYIO CpENy.
IIpexpamenue HapyueHue  (QyHKIMOHUPOBAHUS

CHCTEM,

WIH
ITyHKTA YIpaBJIeHUs (CUTYal[MOHHOTO IIEHTPA).

Hapymenne 3akononarensctBa Poccniickont denepanumn.
[TyOGnukanus  HEIOCTOBEPHOW  COLNMAIBHO  3HAYMMOU
nHpopmanuy Ha BeO-pecypcax, KOTopas MOKET MPUBECTH

K COIMaJIbHOM HaNps’KCHHOCTU, MMaHUKE CPpCAN HACCICHUA

u ap.
Hapymenue 1mraTHOro pexuma (QyHKIIMOHUPOBAHMS
aBTOMATHU3UPOBAHHON CHCTEMBI yIpaBJIeHUs u

YIpaBisieMOro o0beKTa U/UiM Mpoliecca, eClid 3TO BEJET K
BBIBOAY H3 CTPOA TEXHOJOTMYCCKHUX O6’I)GKTOB, ux
KOMIIOHEHTOB.

Hapymienne o011ecTBEHHOT0O MpaBONOPsIKa, BO3MOKHOCTD




NOTepH WM CHIDKEHMS  YPOBHS ~ KOHTpPONS  3a
OOIIECTBEHHBIM MTPABOIOPSIIKOM.

Hapymenne BbIOOpHOrO Iporecca.

OTcyTCTBHE BO3MOXKHOCTH OIIEPATUBHOTO OIIOBEICHHS
HACeJICHUs O YPEe3BbIYaliHON CUTYaLUH.

Opranu3anus NUKETOB, 3a0aCTOBOK, MUTHHIOB U JPYIHX
aKIUH.

MaccoBbi€ YBOJIbHEHHUS.

[TosiBneHre HEraTUBHBIX IyOJUKAIM B OOIEAOCTYIHBIX
HCTOYHUKAX.

JocTyn K cucteMaM W CETSM C IeNIbI0 HE3aKOHHOTO
WCTOJIb30BAHUS BBIYMCIUTEIBHBIX MOITHOCTEH.

YTeuka nHpOpMALMK OTPAHHUYEHHOTO JIOCTYIIA.

6. Bo3MoikHbIe 00bEKThI BO3/1€iCTBHS YITP03 6€30MaCHOCTH NMEePCOHATbHBIX JaHHBIX
6.1. [Ipumepbl BO3MOXKHBIX OOBEKTOB BO3JEHCTBHSA ONpEACIMM Ui  CIEAYIOMIMX BHJIOB
HCIaTUBHBIX HOCJICI[CTBI/If/'II pa3rnameHHe HepCOHaJII)HI)IX JAHHBIX rpan(ﬂaH; XUIICHUC

JACHCIKHBIX CPCIACTB CO CUCTA OpraHU3aliiu; CPbIB SaHJIaHI/IpOBaHHOﬁ CACJIKHU C IIAPpTHCPOM.

HerartusHbie nocineacTBUS OOBEKTHI BO3IENCTBUSA Bunsl Bo3genicTBus
Pasriamenue baza naHHBIX HHPOPMATMOHHOW | YTeuka MACHTUPUKAITMOHHOK
NIEPCOHAIBHBIX ~ JaHHBIX | CUCTEMBI, cojepxamas | MHQpOpMalMu  TpaxaaH U3
rpaxzas (Y1) UACHTUDUKAITMOHHYIO 0a3bl JTaHHBIX
UH(pOPMAIIMIO IPaXJIaH
VYV nanennoe VYTeuka uaeHTUPUKAIIMOHHOM
aBTOMATHU3HpPOBAaHHOE paboyee | ”HGOpMAUU  TpaXKAaH C
Mecto (APM) nonb3oBarens APM nonb3oBarens
JIunusa cBsa3u Mexnay cepeepom | Ilepexsar nHpopmanuu,
OCHOBHOTO I[EHTpa 0O0pabOTKH | coaep KaIiei
JAHHBIX u CepBEpPOM | MJIEHTH(PUKALMOHHYIO
pe3epBHOro IeHTpa 00paboTKH | MH(OPMAIIHIO rpaXxiaH,
JAHHBIX NepeJaBaeMol IO  JIMHUAM
CBSI3U
Be6-npunoxxenue HecaHKkiimoHMpOBaHHBIN
MH()OPMALIMOHHOW  CHUCTEMBI, | JOCTYM K
oOpabartbIBaro1eit UACHTU(DUKAITTOHHON
UACHTUDHUKAITMOHHYIO uH(pOopMaIu rpaXxaaH,
UH(POPMAIIMIO IPaXKJIaH cojieprKaniencs B BeO-
MIPUIIOKEHUN
MH(POPMAIIMOHHOMN CUCTEMBI
XumieHue NEeHEXXHEIX | bank-kinedT HecankunonupoBaHHast
CpENCTB co cuera MO/IMEHA JTAHHBIX,
opranuzanuu (Y?2) COZEPIKAIIMNXCS B PEKBU3UTAX




IIJIATEXKHOTO MOPYy4YECHUS

APM ¢dunancoBoro nupekropa | HecanknuoHupoBaHHas
Moaudukamus uHGOpMAIHH
B IJIATEKHBIX
pacnopspKeHHUsIX M OTIIpaBKa
HEJJ0OCTOBEPHBIX
paclopspkeHUil  OT  UMEHU
(hMHAHCOBOTO TUPEKTOPA

DJNEeKTPOHHBIA MOYTOBBIN AWK | Mogudukanus uHPOpMALUU
(UHAHCOBOTO AUPEKTOPA B IIJIATEKHBIX
pacHopsKEHUSAX M OTIPaBKa
HEIO0CTOBEPHBIX
paclopsDKEHMM  OT  MMEHH
(bMHAHCOBOIO AUPEKTOPA

APM rnaBHoro Oyxranrepa ITogmena JTAaHHBIX,
CoJIepKaIINX PEKBU3UTHI
IUIATEKHBIX ~ MOPYYCHUH U
JIpyTrou IJIATEKHOU
uHpOpMaITUU Ha APM
TJIaBHOTO OyXxrairepa

CpbiB  3armutanupoBaHHor | APM pykoBoguTens | Moaudukaus uHpOpMaIIH
caenku ¢ maptaepoM (Y2) | opranuzanuu U OTIpPaBKa 3JIEKTPOHHBIX
IACEM C  HEJOCTOBEPHOM
uHpOpManMe OT HMEHH
PYKOBOIUTEISI OPraHU3aLUA

ONEeKTPOHHBIM MOYTOBBINA AMMK | Monudukauus wuHbopmanuu
PYKOBOJUTEIS OpraHUu3aluu U OTHpaBKa 3JIEKTPOHHBIX
IMCEM C  HEIOCTOBEPHOHN
uHpopManueit OT HMEHH
PYKOBOIUTEIS OpraHU3alui

7. Kaaccudpukanus HapymuTesien

7.1. Ilo npusHaky npunHayiexxHoct k MCII/{H Bce HapymmTeny AeiasaTcs Ha ABE TPYIIIbL:

- BHEIIHUE HApYLIUTEIH - (PU3MYECKHE JIMIA, HE MMEIOLIMe MpaBa MpeObIBaHUS HA TEPPUTOPUHU
KOHTPOJIMPYEMOM 30HBI, B TIpe/iesiax KOTopoit pa3meriaercs odopynoBanue UCII/IH;

- BHYTpPEHHHME HApYLIUTENU - (pU3MUecKHe JuIa, UMEIIIKUe MpaBo NMpeObIBaHUS HAa TEPPUTOPUU
KOHTPOJIMPYEMOI1 30HBI, B Ipe/ieax KoTopoil pa3meniaercs odopynoanue UCII/IH.

7.2. B KauecTBe BHELIHETr0 HApPYLIMTENs HH()OPMAIMOHHOW O€30MacHOCTH, paccMaTpUBaETCS
HapylINTENIb, KOTOPBIII HE HMMEET HENMOCPEICTBEHHOIO JOCTYNAa K TEXHUYECKHM CpPEICTBaM H
pecypcaM CHCTEMBI, HAXOJAIIMMCS B Ipeaenax KOHTpoiaupyeMoi 30HbI. [Ipenmomaraercs, 4ro
BHEIIHUM HapyILIUTENb HE MOXET BO3JEHCTBOBAaTh Ha 3alllMIIaeMyl0 HHPOpPMALUIO IO

TEXHUYECKMM KaHajaM YTEUKH, TaKk Kak o0beM HMH(OpMaIuu, XpaHUMOH U oOpalaThiBaeMOM B



UCII[IH, sBiAgeTCs HEAOCTATOYHBIM IS BO3MOXHOM MOTHUBAIlMM BHEIIHETO HAPYLIUTENd K
OCYILIECTBICHUIO J€MCTBUH, HANPABICHHBIX YTEUKy HH(POpMAIMK IO TEXHUYECKHM KaHallaM
yredku. [Ipeanosaraercsi, 4T0 BHEUIHUN HApYLIUTEIb MOXET BO3JECHCTBOBATh HA 3AIIMILAECMYIO
MH(pOPMaLIHIO TOJIBKO BO BpeMs €€ Iiepeiayut 110 KaHajlaM CBSI3H.

7.3. BO3MOXXHOCTH BHYTPEHHET0 HapyIIUTENsl CYIIECTBEHHBIM 00pa30M 3aBHUCAT OT JI€HCTBYIONIMX
B IIpeJiesiaX KOHTPOIUPYEMOl 30HbI OTPAaHUYHUTEIBHBIX (PAKTOPOB, U3 KOTOPHIX OCHOBHBIM SIBJISIETCS
peanu3anys KOMIUIEKCa OpTaHU3allMOHHO-TEXHHYECKUX Mep, B TOM 4YHCIEe 10 m1oaoopy,
paccTaHOBKE U OOECIIEYEHHIO BBICOKOH MpodecCHOHATIBbHOW NOArOTOBKHU KaJpoB, JOIYCKY
(Gbu3MYeCKUX JHL BHYTPb KOHTPOJUPYEMOH 30HBI M KOHTPOJIIO 3a MOPSAAKOM IpOBeIeHHs pador,
HaIpaBJICHHBIX Ha INpPEIOTBpPALICHHE U INPECEUYCHHE HECAHKI[MOHHMPOBAHHOTO nocryna. Cucrema
pasrpannyenus nocryna UCIT/Ia obecrieunBaeT pa3rpaHUdCHHE TIPaB MOJIB30BaTENICH Ha JOCTYT K
MH(GOPMALMOHHBIM, ITPOrPaMMHBIM, annapaTHbIM U aApyruM pecypcam MCIIIH B cooTBeTCTBUHU C
MPUHATON MOJUTUKON HH(DOPMAITMOHHOM 0€30MMacHOCTH (TIPaBUIIAMH ).

K BHyTpeHHMM HApyIIUTEIAM MOI'YT OTHOCUTBCS:

- CUCTEMHBIN aAMUHUCTpaTOp (Kareropus l);

- nporpammuct (kareropus 11);

- nonb3oBarenu UCII/In (kareropus I1I);

- [10JIb30BATENH, SBJIAIOIINECS BHEIIHUMHU 10 OTHOLIEHUIO K KOHKpeTHOM AC (kateropus [V);

- u1a, 00J1a1ar01Ke BO3MOKHOCTbBIO I0CTYIIa K CUCTEME Iepeiaull JaHHbIX (KaTeropus V);

- corpyanuku UII, umeromue caHKIIMOHUPOBAHHBIN JOCTYI B CIYKEOHBIX LIESAX B MOMEIIEHHS, B
KOTOpbIX pazmemtatorcs 3nemenTsl MCIIJIH, HO He MMeromMe mpaBa JOCTyNa K HUM (KaTeropus
VI);

- 00cy>KuBaroLMi epcoHal(pabOTHUKN UHKEHEPHO-TEXHUYECKUX CIIy k0 u T.1.) (kareropus VII);
- YNOJIHOMOYEHHBIH nepcoHan pa3paboturkoB VMCII/IH, koTOphlif Ha JOrOBOPHONW OCHOBE HUMEET
IIPaBO Ha TeXHUUEcKoe oOcmyxuBanue U Moaudukamnuio komnoneHToB UCII/Ix (kareropus VIII).
Ha nmun xateropuit I u Il Bo3710€eHBI 3a1a4u 110 aAMUHUCTPUPOBAHUIO ITPOTrPaMMHO-aNIIapaTHBIX
cpenctB u 0a3 ganHbix WMCIIJIH g uHTerpanuu u obOecnedeHHsl B3aUMOAECHCTBUS Pa3IMYHbIX
nozacucreM, Bxoaamux B coctaB MCIIJIH. AqMuHMCTpaTOPB! MOTEHIIMAIBHO MOTYT PEalu30BbIBAThH
yrpo3sl Wb, wucCnosnb3ys BO3MOXKHOCTH II0 HENOCPEACTBEHHOMY JOCTYIly K 3al[UIIacMOU
uHpopmanuu, odpadbareiBaemoit u xpanumoid B UCII/IH, a Takke K TEXHUYECKUM U MIPOTrPAMMHBIM
cpeactBam  MCII/IH, BKirO4ass cpeAcTBa 3allUThbl, HCIOJIb3yeMble B KOHKpeTHbIX AC, B
COOTBETCTBUM C YCTAHOBJIEHHBIMHM [UIsl HUX AJMUHHCTPATUBHBIMU IOJHOMOYMSMM. OTH JULA
XOpOILIO 3HAKOMBI C OCHOBHBIMH QJITOPUTMAMHU, IIPOTOKOJIAMH, PEATU3YEMBIMHU U UCIIOJIb3yEMbIMHU B
KoHKpeTHbIX moacucreMax u HCII/IH B menmom, a Takke € NPUMEHSEMBIMH NPUHIUNIAMH U

KOHICIIITUAMUA 0€30IacHOCTH. HpennonaraeTcsI, YTO OHU MOIJIM OBl MCHOJIb30BAaTh CTaHJApTHOC



obopymoBanue MO0 ISl MASHTU(DUKAIIMN YSI3BUMOCTEH, MO0 aisa peanusarnuu yrpo3 Ub. Jlannoe
000pyI0BaHUE MOXKET OBbITh, KaK YacThbIO HITATHBIX CPEICTB, TAaK M MOXXET OTHOCUTHCS K JIETKO
nojrlyyaeMoMmy (Hampumep, mporpaMMHoe oOecrieueHre, MOMYyYeHHOE 13 O0IIEAOCTYTHBIX BHEITHIX
uctouyHukoB). Kpome Toro, mpeamomaraercs, uYTO ATH JHIA MOINIM OBl pacronaraTh
CHEHATM3UPOBAHHBIM 000PYI0BAaHUEM.

K muuam kareropuit I u II BBuay ux uckmouutenbHoil posn B MCII[H nomkeH NpUMEHSAThCS
KOMILJIEKC OCOOBIX OpPraHM3aLMOHHO-PEKUMHBIX Mep MO0 HX M0AO0O0pY, MPHHATUIO HAa padoTy,
HAa3HAYCHUIO Ha JIOJDKHOCTh W KOHTPOJIIO BBIMOJHEHUS (YHKIHMOHAJIBHBIX OO0S3aHHOCTEH.
[Ipenmnonaraercs, uro B uncio jui kateropuii I u Il OyayT BKIroYaThCst TOIBKO JTOBEPEHHBIE JIUIIA
U II03TOMY yKa3aHHBIE JIMIla UCKIIIOYAIOTCS U3 YMCcila BEpOATHBIX Hapyuutenel. [Ipennonaraercs,
yto juua kareropuil III-VIII oTtHOCATCS K BeposTHBIM HapywmutensMm. lIpeamonaraercs, 4ro
BO3MOKHOCTh ~ CFOBOpa  BHYTPEHHMX  HapyLIUTENIEe  MajoBEpOsATHA BBUJY  IPUHATHIX
OpraHU3ALMOHHBIX U KOHTPOJIUPYIOLIUX MEp.

7.4. B xauecTBe OCHOBHBIX ypoBHeH 3HaHUI HapyumuTeneid 00 AC MOKHO BBIJICIUTD CIEYIOIIHE:

- obmast mHpopMarus - uHGopMaIMK 0 Ha3HAUYCHUSX 1 00X xapakrepuctukax UCII/IH;

- OKCIUTyaTallMOHHas wuHpopMmanus — uH(oOpMalusa, TMONydYeHHAs U3 SKCIUTyaTallMOHHON
JOKYMEHTAIUU;

- YyBCTBHUTEIbHAS HHPOpPMALUS - HHPOPMALUS, JOMOTHSIIONIAS IKCILTYyaTalIHOHHYIO HH(POPMAITUIO
06 UCII/Ix (manpumep, cBeneHust U3 npoektHor nokymentaruu UCIIH).

B wacTHOCTH, HAPYIIUTENID MOKET UMETD!

- JlaHHBIe 00 OpraHu3alu padoThl, CTPYKTYpE U HMCIOJIB3YEMbIX TEXHHUUYECKUX, MPOIPAMMHBIX H
nporpamMmmHo-TexHnueckux cpeacreax UCIx;

- cBefieHus 00 nHpopMmamonHbix pecypcax UCII/Ix:

- TOPSOK M TpaBWJa CO3JAaHUs, XpPaHEHUs W Mepenaud MHPOpMaluu, CTPyKTypa U CBOWCTBa
MH(POPMAIMOHHBIX TTOTOKOB;

- JaHHbIE 00 YS3BUMOCTSIX, BKJIIOYas JAHHBIE O HEJOKYMEHTHUPOBAHHBIX (HEIEKIapUPOBAHHBIX)
BO3MOXKHOCTSIX TEXHHUUECKUX, IPOTPaMMHBIX U ITporpaMMHo-TexHuueckux cpeacts MCII/IH;

- TaHHble 0 peanu3oBaHHbIX B [IC3UW nmpuHIMnax u anroputMmax;

- UCXO/IHBIE TeKCTHI MporpammHoro obecnedenus UCITH;

- CBEJICHUS O BO3MOXKHBIX KaHaJlaX peal3aluy yrpos;

- ”TH(OPMAIIHMIO O CTIOCO0aX pean3aIuy yrpos.

[Ipennonaraercsa, yro nuna kareropuu III u kareropuum IV BAaaeroT TOIBKO 3KCILTyaTallMOHHOW
uHpopManuel, yTo o0ecreynBaeTcs OpraHu3allMOHHBIMU Mepamu. [Ipu 3Tom nuna kareropuu IV
HE BJAQJCIOT MAPOJIbHOW, ayTeHTU(HIMpYIOMmEed W KIIYeBOW WHOOpMAaIMed, HCIOoIh3yeMoll B

AUNC, x KOTOpPBIM OHU HE HMMEIOT CaHKIMOHHPOBAHHOTO nocTyma. Ilpeamonaraercs, 4To Juia



KaTteropu V BIQACIOT B TOW WIM HMHOM YacTH YYBCTBUTEIBHOW U OSKCILTyaTallUOHHOU
unpopmanueir o cucreme nepenaun uHpopManuu u obmed wuHpopmammeir o6 AUC,
UCTOJNB3YIONMX 3Ty CHCTEMY Iepenadd WH(GOpMAIMH, YTO 00ECHeunBaCTCS OpPraHW3alMOHHBIMU
Mepamu. [Ipum 3TOoM nmma kareropun V He BIAJCIOT NApOJbHOM U ayTeHTU(UUUPYIOIIEH
nHpopmanuei, ucronbzyemoit B ANC.

[Ipennonaraercs, yro nuna kareropud VI m smna kareropuu VII 1mo ypoBHIO 3HaHUN HE
npeBocxomaT Juma kateropuu V. Ilpennonaraercs, yro numa kareropuu VIII obnanator
yyBcTBUTEIRHON nH(popmarueit 06 UCII[H n ¢pynkunonansHo opueHTHpoBaHHBIX AVC, BKITtOYast
uHpopmanrio 00  ySA3BUMOCTSIX  TEXHHYECKMX H  mporpammubix  cpencts  MCIIH.
Opranu3alliOHHBIMH  MEpaMH TPEIIO0JIaraeTcsl HUCKIIOUUTH JaocTyn Jui kareropun VIII k
TEXHUYECKUM | TporpaMMHbIM cpenctBam VCIIIH B MOMEHT 00pabOTKH ¢ MCIOIB30BAHUEM ITHX
CPEICTB 3alIMIAeMOi HH(pOpMALIHH.

Takum obpazom, Haubonee nnpopmupoBanubiMu 00 AUC sBisitoTces auna kateropuu 11 u nuia
kareropun VIII. Crenenp MHPOPMHUPOBAHHOCTH HAPYIIUTENS 3aBUCHUT OT MHOTHX (aKTOpPOB,
BKJIKOYAsl PEAIN30BAaHHbIE KOHKPETHBIE OPraHU3alMOHHBIE MEpPbl U KOMIICTCHLUIO HApyLIUTEIIEH.
[ToaToMy OOBEKTMBHO OIICHHTh OOBEM 3HAHUU BEPOATHOIO HApyIIMTENs B OOIIEeM clydae
MPAKTUYECKU HEBO3MOXKHO.

B cBA3M ¢ U3J0KEHHBIM, C LEIBIO CO3JaHUA OIPENEICHHOIO 3amaca MIPOYHOCTH MPEAIOoIaraeTcs,
9TO BEPOSITHBIE HAPYIIUTENH 00JamaroT Bcell MHQOpMmanueil, HeoOXOIUMON Ui TMOATOTOBKU U
peanu3au yrpo3, 3a UCKIIOUYEHHEM MH(OPMAIUH, TOCTYN K KOTOPOH CO CTOPOHBI HapyIINUTEJs
UCKJIIOYaeTcs cucteMoit 3amuthl uHpopMmanuu. K takoil mHpOpManuu, Hampumep, OTHOCHTCS
napoJjbHasi, ayTeHTU(PUIMPYIOIas U KiItodeBast HHPopMarus.

7.5. llpenmnonaraercs, 4TO HApYIIUTEIb UMEET:

- anmapatHbie koMmnoHeHTsl C311/Jn u CO C3I1/1H;

- JIOCTYNHbIE B CBOOOJHOW MpOAaKe TEXHHUYECKHE CpEICTBA M NPOrpaMMHOE OOecIleveHue;
CHelHaIbHO pa3paboTaHHbIE TEXHUYECKUE CPEICTBA U IPOrPaMMHOE 0OecTIeUeHHE.

BHyTpeHHuii HapylmuTelb MOXET HCIOJIb30BaTh IITaTHbIE cpelacTBa. CocTaB HMEIOLIUXCS Y
HapyLIUTENs CPEACTB, KOTOPBIE OH MOJKET HCIOJB30BaTh Ais peanusauuu yrpo3 Wb, a taxxke
BO3MOKHOCTH 110 MX HNPUMEHEHHIO 3aBHCAT OT MHOTHMX (DaKTOpPOB, BKIIOYAs peaJM30BaHHBIC Ha
oobekTax WII nmpeanpuHuMaeT KOHKpETHbIE OpraHU3aMOHHbIE MEPbI, (PMHAHCOBBIE BO3MOXKHOCTHU
Y KOMIETEeHIMI0 HapymuTenel. [103ToMy 00beKTHBHO OLIEHUTh COCTAB UMEIOIUXCS Y HApYIIUTENSA
CPEeACTB pealn3aluy yrpo3 B 00IIeM ciaydae IPaKTUIeCKH HEBO3MOXKHO.

[Toatomy, nuisa cozpanus ycroitunsoi C3I1/IH npennonaraercs, 4TO BEPOSATHBIN HAPYIIUTEIb UMEET
BCE HEOOXOJMMBIE IJIsl peaju3allid yrpo3 CPeICTBa, BO3MOXKHOCTH KOTOPBIX HE IMPEBOCXOMSAT

BO3MO>KHOCTH aHAJIOTUYHBIX CPEJICTB pealn3allii yrpo3 Ha HH(OPMALINIO, COIEPIKAIIYI0 CBEICHNUS,
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COCTaBJISIOUIME TOCYJAapCTBEHHYIO TailHy, U TEXHMYECKHE U TMPOTrpaMMHBIE CpPEJCTBa,

oOpabaTbIBaromye 3Ty HHpOpMaIuio. Bmecre ¢ TeM npennonaraercs, 4To HapyHUIUTEIb HE UMEeT:
- CPECTB IIepexBaTa B TCXHUYECKUX KaHalaX yTeUKH;
- CPEJICTB BO3/AEUCTBHS Yepe3 CUTHaJIbHbIE LenH (MH(GOpPMALlMOHHbIE U YIPABJISIOINE HHTEPEHChI
CBT);
- CPEACTB BO3JICUCTBUA HA UICTOYHUKH U Y€pE3 LIENIH ITUTAHMUS;
- CPEICTB BO3JEHCTBUSA Y€PE3 LCIH 3a3EMIICHHUS;
- CPEICTB aKTUBHOI'O BO3JCHCTBUS HA TEXHUYECKUE CPEICTBA (CPEACTB OOIyUCHHUS).
[Tpeanonaraercsi, 4ro HauOoJiee COBEPIIEHHBIMU CPEACTBAMHU peaIM3alMM yrpo3 oONagaroT JMLa
kareropus 11l u nmuna kareropuu VIII.

8. Cnoco0bl peaju3anuu (BO3HMKHOBEHHS) YTP0O3 0€30MaCHOCTH NMEPCOHAIBHBIX JaHHBIX
8.1.

HapyumTeJm MOTYT HUCIIOJIb30BAThH PA3JINYHBIC CIIOCOOBI peajmm3anun yrpo3s 0€e30IacHOCTH

NCPCOHAJIIBHBIX AOAaHHBIX, HAIIpUMCpP, K HHM OTHOCATCA: HCIIOJb30BAHUC HCACKIIAPHPOBAHHBIX

BO3MOXXHOCTEHl ~ IpOrpaMMHOro  oOecreyeHus  TEeJIEKOMMYHHKAIMOHHOTO  00OpyAOBaHUS;

MCTIOJIB30BAHUE YS3BUMOCTEH KOH(HUTypalMyd CHUCTEMBI yIpaBJICHUS 0a3aMu JaHHBIX; YCTaHOBKA

IIporpaMMHBIX 3aKJIaJOK B TCJICKOMMYHHUKAITUOHHOC 06opyn0BaHHe; HU3BJICUCHHC

ayTeHTU(UKAIUOHHOW WHGOpPMalMU M3 TOCTOSIHHOW MaMsITH HOCHTENS (MHBAa3UBHBIA METON);

BHEJIPEHHWE  BPEJAOHOCHOTO TMPOrPAMMHOTO  OOECHEYEHHs; HCIOJIb30BAHUE  YS3BUMOCTEH

KOHHUTypalii CHUCTEMBI yIpaBlieHHs jgoctynoM K APM monb3oBaTens; HCHOIb30BAHUE
YSI3BUMOCTEHM KOZa MporpaMMHOro obecrieueHusi BeO-cepBepa; BHEIPEHHE BPEIOHOCHOTO KOJAa B
BeO-TIPUIIOKEHHE; OLIMOOUHBIE AEHCTBHS B X0/e HacTpoiiku APM riaBHoro Oyxranrepa U Apyrue.

8.2. IlepeueHb OCHOBHBIX TaKTHK M COOTBETCTBYIOIIMX MM THIIOBBIX TE€XHHK ,ACIOJIB3YEMBIX
JUIS IOCTPOEHHUS CIIEHAPUEB pean3aliy yrpo3 0e30MacHOCTH MEPCOHANbHbBIX JaHHBIX PUBEIEH B

Tabuie HUXKe:

Ne TakTuka OcCHOBHBIE TEXHUKH
T1 | Coop wundopmamuu o | T1.1. C6op wunbopmanuu u3 MyOJUYHBIX HCTOYHHUKOB:
CHUCTEMAX M CETAX opunmanbHplii  calfT  (caliTel)  opranmszauumu, CMU,
COIlMAIbHBIE CE€TH, (POTOOAHKH, CAMTHl IOCTABIIUKOB,
TakTnueckass ~ 3aja4a: | MaTepuasibl KOH(pEPEHIUHA
HapymuTens crpemutcs | T1.2. Coop uHbopManuu 0O MOAKIIOYEHHBIX K MyOJUYHBIM
MOJIyYUTh moOyI0 | crucTeMaM U CETSIM YCTPOWCTBAX M MX CIyK0ax Mpu MOMOIIN
TEXHUYECKYIO MIOUCKOBBIX CHCTEM, BKIOYas cOOp KOH(UTYpallMOHHON
uHpopmMaluoo, KoTopas | HH(GOpPMAIMKH KOMIIOHCHTOB CHCTEM M CETeH, POrPaMMHOTO
MOXKET OKa3aThCs | 00ecreueH s CEPBUCOB U MPUIIOKEHUH.
IOJIE3HOMN B xone | T1.3. IlaccuBHblit cOop (mpociymuBaHue) UHPOPMALUU O
peam3anuu YIPO3 | HOAKIIOUEHHBIX K  CETH  YCTPOWCTBaXx C  LENbIO
6e30macHOCTH UIEHTU(UKAIIUN CETEBBIX CIyk0, TUNOB U Bepcuil 110 3Tux
UHpopManru ClIy’)kO M B HEKOTOPBIX CIyyasX - MICHTU()UKAIMOHHOU
uH(pOpMallMu N0JIb30BaTeNel
T1.4. HanpaBieHHOE€  CKaHUPOBAHHWE TPU  TIOMOIIH
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CHEIUAIM3UPOBAHHOTO IPOTPaMMHOTO obecrieyeHus
MOJIKJIFOUEHHBIX K CETH YCTPONCTB € LIETbI0 UICHTU(UKALIUN
CETEBBIX CEPBUCOB, THUIIOB W BEPCHUH MPOTPAMMHOIO
o0ecrevyeHns: ITUX CEPBUCOB, a TAKXKE C LEJbIO MOJTYYCHUS
KOH(UTYpaIMOHHOW WH(OPMAIIUM KOMIIOHEHTOB CUCTEM U
ceTeif, mporpaMMHOro  obOecreyeHHsi  CEepBUCOB U
IIPUJIOKEHUH.

T1.5. Coop umHpOpMAMK O TOIH30BATEIAX, YCTPOMCTBAX,
NPWIOKEHUSAX, a Takke c0op  KOHPUTYpAIHOHHON
nH(OpPMaILIM KOMIIOHEHTOB CUCTEM U CEeTel, IPOrpaMMHOTO
obOecrieueHUsl CEpBHCOB M MPUIIOKEHHM MyTeM IOMCKA U
DKCIUTyaTallul  YA3BUMOCTEH TMOJKIIOUEHHBIX K CETH
YCTPOMCTB.

T1.6. Coop wmHpOpMAMK O TOIH30BATEIAX, YCTPOMCTBAX,
MPHIOKEHUSAX, aBTOPU3YEMBIX CEPBHCAMH BBIYUCIUTEIHHOU
ceTH, ImyTeM repebopa.

[Tpumep: cOop wuHpOpMAIMKM O MOYTOBBIX aapecax IpH
nomoinu directoryharvestattack Ha moyToBsIe cepBepa.

T1.7. Co6op wuHbpopmauuu, mnpenocraBiasiemoii DNS
cepsucamu, Bkitouass DNS Hijacking.

T1.8. Coop mH(pOpMALIUK O TOJIE30BATENC MPHU ITOCEIICHUN
UM BeO-caiiTa, B TOM YHUCIIC C UCIIOJIb30BAHUEM YSI3BUMOCTEH
nmporpaMMbl  Opay3epa ¥ HAJCTpaMBaeMbIX  MOJYJICH
Opaysepa.

T1.9. Coop uHpOpMammMu O MOIH30OBATEIAX, YCTPOHCTBAX,
NPWIOKEHUAX IIyTeM TMoucKka HH(opManuu B THaMATH,
¢aiinax, karanorax, 0azax JaHHBIX, MPOIIMBKAX YCTPOWCTB,
peno3uTopusix McXoAHbIX KoxoB [IO, Bxiroyas MOMCK
mapojiei B HMCXOJHOM W XJIIMPOBAaHHOM  BUJE,
KpUNTOTrpagUUeCcKUX KIroueH.

[Ipumep: nmomydenue xsmied naposieil u3 /etc/passwd wmnm
MOJyYeHHEe TMapojed MO YMOJYaHUIO IyTeM OOpaTHOIro
WH)KHHUPUHTA IPOIIMBKH YCTPOICTBA.

T1.10. Kpaka nudpoBbIX CepTUPHUKATOB, BKIIOYAs KPaxKy
buznyecKux TOKEHOB, 1m0 HEAaBTOPU30BAHHOE
BBIIUCBIBAHUE HOBBIX CEPTU(UKATOB (BO3ZMOXKHO TIOCIE
KOMITPOMETAIH! UH(QPaCTPYKTYpHI JIOMEHHOTO
pErucTpaTopa WJIM aKKayHTa aJMHUHUCTPATOpa 30HBI Ha
CTOPOHE KEPTBbI)

T1.11. COop uHopManu 0 MoJb30BATENAX, YCTPOICTBAX,
NPWIOKEHUSAX, BHYTpEeHHEH HH(OpMalMU O KOMIIOHEHTaX
CUCTEM M CeTell MyTeM TNPUMEHEHUS COLHAJIbHOU
WHXEHEPUH, B TOM Yucie PUIINHTA.

T1.12. COop nuyHON HIEHTUPUKALMOHHON HH(MOpPMALIUU
(uneHTH(UKATOPHI MOJIB30BATENEH, YCTPOUCTB, HHPOpMAIUI
00 UIEeHTU(DUKAITIT MOJIL30BaTeIEeH CepBHCaMHU,
IIPWIOKEHUSIMHU, CPEJICTBAMHU YNAJEHHOIO J0CTyla), B TOM
ymciie cO0Op YKpaJeHHBIX JUYHBIX JTAHHBIX COTPYJIHUKOB U
MOJAPSATYMKOB Ha Cllyyail, €clii COTPYIHUKH/TOIAPATINKU
UCIIONIB3YIOT OJHUM U Te e Mapoju Ha paboTe M 3a ee
IpeJIeIaMH.

T1.13. COop wuHoOpmManmu uepe3 MOJYYEHHE JocTyna K

12




cucreMaMm (pu3ruecKoi 6e30MaCHOCTH U BUICOHAOIIOICHHSL.

T1.14. Coop undopmaiuu yepe3 MOJydeHHEe KOHTPOJIS Haj
JUYHBIMH  YCTPOWCTBAMH COTPYAHUKOB (CMapTQoHaMHU,
IUTAaHIIETaMH, HOYTOYKaMH) IUIi CKPBITOH MPOCIYIIKH H
BUICO(DUKCAIHH.

T1.15. Ilouck u mokynka 6a3 JaHHBIX UIACHTU(OUKAITMOHHOM
uHpOpMaLUK, CKOMIIPOMETHPOBAHHBIX MapoOJed M KIYen
Ha CIEIMaJIU3UPOBAHHbBIX HEJIETAIbHBIX IUIONIAKAX.

T1.16. Coop wmubpopmanuu dYepe3 MOTYyYEHHE IOCTyINa K
0a3zaM JaHHBIX PE3yJIbTATOB IPOBEACHHBIX MHBEHTAPHU3ALNH,
peectpaM ycTaHoBieHHOro obopynoBanus u I10, maHHBIM
NPOBEJCHHBIX ayAWTOB OE30MaCHOCTH, B TOM YHCIIC Yepe3
NoJy4yeHWe  JOoCTyna K  TakuM  JaHHBIM  4epe3
KOMITPOMETAIIHIO TOAPSTYMKOB U TAPTHEPOB.

T1.17. IlaccuBHbIi COOp U aHAIHU3 NAHHBIX TEIEMETPUU IS
nosydyeHuss MHGOPMalMu O TEXHOJIOTHMYECKOM Mpoliecce,
TEXHOJIOTHYECKUX yCTaHOBKax, cucremax u [0 Ha
MPEANPUITHSIX B ABTOMAaTHU3UPOBAHHBIX CHCTEMaX
YIpaBJICHUS MPOU3BOACTBEHHBIMH M TEXHOJOTHYECKUMHU
mpoleccaMd, B TOM YHCIE HAa KPUTHYECKH BaXKHBIX
00BEKTaX.

T1.18. COop u aHanu3 JaHHBIX O MPOIIMBKAX YCTPOWCTB,
KOJIUYECTBE U TOJKIIOYCHUU 3TUX  YCTPOWMCTB,
UCIIONIBb3YEMBIX MPOMBIIIJIEHHBIX ~ MPOTOKOJIaX TUISE
MOJTlydeHusT WHQPOPMAIMU O TEXHOJIOTHYECKOM TIpoIecce,
TEXHOJOTMYECKHX YCTaHOBKaX, cucrtemax u IIO Ha
MPEANPUITHSIIX B ABTOMATU3UPOBAHHBIX  CHUCTEMax
YOpaBlIeHUS TPOU3BOACTBEHHBIMH M TEXHOJOTHYECKHUMHU
mpoleccaMi, B TOM 4YHCJI€ HAa KPUTHYECKH BaXXHBIX
00BeKTax.

T1.19. Coop u ananu3 crnenupuyecKux AJig OTpaciu WId
TUNA OPEINpUATHS  XapaKTEPUCTUK  TEXHOJOTHYECKOTro
nporiecca JUIsl MoydeHust HHHOPMAIMHA O TEXHOJIOTHUECKUX
ycraHoBKaX, cucrtemax u IIO Ha npeanpusaTusx B
ABTOMATHU3UPOBAHHBIX CucremMax YHpaBJICHUA
MPOM3BOJICTBEHHBIMM U TEXHOJOTHYECKUMH IPOLIECCAMHU, B
TOM YHKCJIC HA KPUTHYCCKHU BAXKHBIX 00BEKTAX.

T1.20. Texuukn KOHKYPEHTHOU pasBenku u
MPOMBINIUICHHOTO IIMUOHAXa JJsi cOopa uHOOpMAIUU O
TEXHOJIOTMYECKOM IPOIIECCE, TEXHOJOTNYECKUX YCTaHOBKAX,
cucremax u [10 Ha mpennpuATHSX B aBTOMAaTH3UPOBAHHBIX
CUCTEMAX yIpaBJIeHUs MIPOU3BOJICTBEHHBIMH u
TEXHOJOTMYECKMMHM  TIpolleccaMHd, B TOM 4YHCIE Ha
KPUTHYECKH BaXKHBIX 00BEKTAX.

[Tpumeuanue 1: COop nH(MOPMAIIMK MOXKET BBITOIHATHCS C
UCTOJb30BaHUEM OJHOM wiIM 0Oojee U3 MEepeYrCICHHBIX
BBIIIIE TEXHHK, IIOKAa HApPyLIUTEIb HE MOJIYUYUT JOCTATOYHO
uHpoOpMalMu AN pealu3alud  JIpYyrod  TaKkTUKA B
IIPOJOJDKEHUH aTaKU.

T2 | Ilomyuenue T2.1. Wcnonb30oBaHrE BHEIIHMX CEPBHCOB OPraHM3allMd B
IIEpBOHAYAJILHOTO cerax myoauunoro gocryna (MaTepHer)
JIOCTyIa [Tpumepsr: 1) moctyn Kk BeO-cepBepy, pPacmoyIOKEHHOMY B
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KOMIIOHCHTaAM CUCTEM H
ceTen

TakTtnueckas  3ajava:
HapyIIUTeNIb, HAaXOICh
BHE  HH(PACTPYKTYpBHI
CeTH WM  CUCTEMBI,
CTPEeMHUTCS  TOJIY4YUTh
JOCTYI KII000MY Y311y B
UH]paCTPyKType "
UCIOJB30BATh €ro Kak
IariapM TSt
JAJbHEUIINX ICUCTBUM.

CeTH OpraHu3alyu; 2) JOCTYyN K MHTEepdEicy 31eKTPOHHON
moutel OutlookWebAccess (OWA) moutoBOoro cepsepa
OpraHH3alHHu.

T2.2. Hcnons3oBaHHWE YCTPOWCTB, JaTYUKOB, CHCTEM,
pacrojOXKEHHBIX Ha [EpUMETpPEe WM BHE IMEpUMETpa
¢bu3nyeckoil 3amuThl 00BEKTA, ISl MOTY4YEHUs! IEPBUYHOTO
JocTynia K CHCTEMaM M KOMIIOHEHTaM BHYTPHU 3TOrO
nepumerpa.

[Ipumepsr 1) mocTyn K AardyMkaM aBTOHOMHOM CHCTEMBI
JUCTAHIIMOHHOIO  KOHTPOJIA  JaBJI€HMS Ta3a  ydacTka
ra3onpoBosia; 2) JOCTyl K  YMHOMY  CYETYHKY,
pacIoylo)KeHHOMY Ha YacTHOM OOBEKTe, Kak K YacTH
UHPPACTPYKTYPHI MOCTABIIMKA SJIEKTPOIHEPTUH; 3) TOCTYII K
uHTepdeiicy ynpaBieHuss KaMepbl BUIEOHAOIIOAEHUS Yepes
ceTH OJIMKHETO ICHCTBUSL.

T2.3. Dkcrutyaranus ysi3BUMOCTEH CETeBOro 000pya0BaHMS
U CPEJCTB 3aLUThl BHIYMCIUTENIBHBIX CETEN AJIs MOJIy4EeHUS
JIOCTyIla K KOMIIOHEHTaM CHCTEM M CeTed IpU yAaJeHHOM
aTake.

[Tpumep: 06X01 MEXCETEBOro 3KpaHa IIyTeM AKCILTyaTalllu
ySI3BUMOCTEH peanu3aliiy npaBuil (pUIbTpaLuu.

T2.4. Vcnonb3oBaHue oOMMOOK KOH(PHUIypaluu CETEBOTO
000pyZIOBaHUS W CPEACTB 3allUThl, B TOM YHCIE CIa0bIX
napoje W Mapojeil o0 yYMOJYaHUIO, Ui IOJIy4EHHUs
JIOCTYIIa K KOMIIOHEHTaM CHUCTEM M CeTed IpU YIaJICHHOU
aTake.

T2.5. Dkcrutyaranust ysa3BUMOCTEH KOMIIOHEHTOB CHUCTEM U
CeTel NpU yIaIEHHOW WK JIOKAJIbHOM aTake.

[Ipumepsr: 1) skcmtyaranus ysi3BUMOCTEM BeO-cepBepa C
LEJIbIO BBIOJIHEHUS TPOU3BOIBHOIO KOAA B KOHTEKCTE 3TOTr0
cepBepa; 2) HKCIUTyaTalus ysS3BUMOCTEH OIeparmoHHOM
CHUCTEMBl YCTpPOWCTBa YEIOBEKO-MalIMHHOTO WHTep(deiica
aBTOMATHU3UPOBAHHOW CHCTEMBI YIPABICHUS C LEJBIO
BHEJIDEHUSI CPEACTB MOJYyYEHHS BBOAMUMBIX Ha 3TOM
YCTPOWCTBE  Mapoyied  JocTyma;  3)  9KCIUTyaTalus
ySI3BUMOCTEH Opay3epa BpEIOHOCHBIMH CKPHUIITaMU TPH
MTOCEIICHUH M0JIb30BaTEIIEM BPEJIOHOCHOTO WIu
CKOMIIPOMETHUPOBAHHOTO BeO-caiiTa.

T2.6. Wcnonb3oBanue HEZ0OKYMEHTUPOBAHHBIX
BO3MOXKHOCTEH MPOrpaMMHOIO 00ecHeueHHs CEepBUCOB,
NPUJIOKEHNH, O0OpYIOBaHUS, BKIIOYAs HCIIOJIB30BAaHHE
OTJAJIOYHBIX HMHTEp(ENcoB, MPOrpaMMHBIX, HPOTPAMMHO-
anrmapaTHbIX 3aKIaJI0K.

T2.7. Hcnonp3oBaHWe B CHCTEME BHEIIHUX HOCHTEICH
uH(popMaIK, KOTOpPhIE MOTJIA TOAKIIOYATBCA K APYTHM
CUCTEeMaM U OBITh 3apa)K€Hbl BPEIOHOCHBIM MPOTPAMMHBIM
obecrieueHueM. B ToM uncne napeHue, moaMeHa WM TOJIOT
HOcUTeNel  WHpoOpMamMu W BHEUIHUX  YCTPOWCTB,
COJIEpXKAIINX BPEIOHOCHOE MPOTPAMMHOE 00ECTICUCHHE HIIH
MpeIHa3HAYSHHBIX JIJIS peaTu3aliy BPEJOHOCHBIX ()YHKITHIA.
[Ipumepsr: 1) mnepenaua duem-HOCUTENsT B KOMIUIEKTE
MaTepUaJioB BbBIE3JIHOrO Meponpusitus; 2) noaMena USB-
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ajanTtepa O0eCpOBOJHON KJIaBUATYPhl CXOXKUM BHEIIHE, HO
peanu3ytomuM  (QyHKIMU cOopa W TIepeadyd  JIaHHBIX
YCTPOKCTBOM.

T2.8. Ucnosib30BaHME METOJ0B COLUATIBHON WHKEHEPUH, B
TOM 4YHClie (UIIMHTA, JUIS TOJNyYeHUs TpaB AOCTyma K
KOMIIOHEHTAM CUCTEMBI.

T2.9. HecaHKUMOHUPOBAHHOE TMOJKIIIOYEHHE BHEIIHHUX
YCTPOMCTB.
[Ipumep: HECAHKIIMOHMPOBAHHOE TOJKIIOYCHHE TOYKH

nocryna Wi-Fi.

T2.10. HecaHKIIMOHMPOBAHHBIN JOCTYIl IyTeM Moabopa
YYETHBIX  JAaHHBIX  COTPYJIHUKA WM  JIETUTUMHOTO
1oJIb30BaTes (METoJaMu IpsMOro Iepedopa, CIOBapHBIX
aTak, [apoied  MpOM3BOAUTENEH MO  yMOJIYaHUIO,
MCIIOJIb30BAaHUS OJMHAKOBBIX MAPOJICH JUIsl pa3HBIX YUETHBIX
3anucei, MpUMEHEeHHS "paayKHbIX" TaOJIUIl T APYTHMH).

T2.11. HecankumoHrnpoBaHHbI JIOCTYyI MyTeM
KOMITPOMETAIHI YYETHBIX JTAHHBIX COTpYJIHUKA
OpraHu3aid, B TOM 4YHCJE dYepe3 KOMIIPOMETAIUIO

MHOI'OKPAaTHO HCIIOIb3YE€MOIO B Pa3JIMYHBIX CHUCTEMaxX
napoJist (JUISt TMYHBIX WIIH CITY)KEOHBIX HYXK).

T2.12. Hcnonws3oBaHue nocTyna K CHUCTEMaM U CETSM,
MPEAOCTABICEHHOTO CTOPOHHUM OPTaHM3aIMsAM, B TOM YHCIIE
yepe3 B3JIIOM  HHQPACTPyKTyphl OITHUX  OpraHU3AIMA,
KOMITIPOMETAIIMIO JIMYHOTO OOOPYJIOBaHUS COTPYIHUKOB
CTOPOHHHUX OpraHU3aLMM, UCIIOIB3YEMOTO JI JOCTYTIA.
[Ipumep: wucCnoab30BaHHE AOCTYyNA TPETHEU JOBEPEHHOMN
cTtoponbl (moctaBmiuku WT-yciayr, MOCTaBIIMKH YCIIyT
0€30MacHOCTH).

T2.13. Peanuzanus araku Tuna '"4yeynoBek nocepeauHe" s
ocyuiecTBieHus aoctymna, Hanpumep, NTLM/SMB Relaying
aTaK!.

T2.14. loctyn myTeM SKCIUlyaTalldd HEAOCTAaTKOB CHUCTEM
OroMeTpruyecKor ayTeHTU(UKAIIH.

[Tpumep: nemonctpauus dpotorpaduu s ayTeHTHHUKAITIT
yepe3 QYHKIIHIO pacio3HaBaHUS JIUIL.

IIpumeuanue 2: Ilonyuenue noctyna MOXKET BBINOIHATHCS B
HECKOJIBKO IIaroB C UCIOJb30BAHUEM OJHOW WM Oojee U3
IIEPEYUCIICHHBIX BBIIIE TEXHUK, II0OKa HApPYLIUTENIb HE
JIOCTUTHET LEJNEeBOW CHCTEMbl WM HE OyAeT BbIHYXAEH
npuOETHYTh K APYTod TAKTUKE JJIsl MPOJIOJKEHUS aTaKH.

T3

Buenpenue "
HCITOJIHEHHE
BPEJIOHOCHOTO
MIPOTrPaMMHOI0
oOecreyeHnus B

CUCTEMAX U CCTAX

TakTuueckass  3agaya:
MOJYYHB JOCTYN K Y31y
CeTH WM  CHUCTEMBI,
HApyUIUTEIb CTPEMUTCS

T3.1. ABTOMaTH4eCKU 3alyCK CKPUIITOB M HCIIOIHSAEMBIX
¢ailnoB B cucTeMe C HCIOJIb30BaHMEM MOJIb30BATEIbCKUX
WIM CHCTEMHBIX YYETHBIX JaHHBIX, B TOM 4YHCJIE C
UCIIOJIb30BAHUEM METOJ0B COLIMAIBHON MHKEHEPHH.

T3.2. AxTuBanmsi W BBHINOJHEHHE BPEAOHOCHOTO KOJa,
BHEJAPEHHOTO B BUJE 3aKJIAJ0K B JISTUTUMHOE IIPOrPaMMHOE
¥ TIpOrpaMMHOE-aIapaTHOe 00eCIeYeHne CUCTEM U CETEM.

T3.3. ABTomarnyeckass 3arpy3ka BpPEIOHOCHOIO Koja ¢
YAQJIEHHOr0 caiiTa MM pecypca ¢ MOCIEAYIOLUMM 3aIlyCKOM
Ha BBIIIOJIHEHHUE.

T3.4. KonupoBaHue M 3amyCK CKPHUINTOB M HCIIOJIHSEMBIX
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BHEJPUTH B ero
IIPOTPaMMHYI0  Cpefy
MHCTPYMEHTAJIbHBIC
CpEICTBa,

HEOOXOUMBIE €My IS
NaJIbHEUIINX JTEHCTBUH.

daitnoB  yepe3  CpeAcTBa  YAAJICHHOTO  YHPaBJICHUS
ONEpallMOHHON CUCTEMOM 1 CEPBUCAMHU.

T3.5. DOkcrmiyartanus ysA3BUMOCTEH THIA  YJAJICHHOE
HCIIOJTHEHHUE MPOrPaMMHOI0 KoJla (RCE,
Remotecodeexecution).

T3.6. ABTOMaTHYECKOE CO3/IaHUE BPEAOHOCHBIX CKPUITOB
IpU TOMOIIM JOCTYIMHOIO HWHCTPYMEHTAapUs OT HWMEHHU
MOJI30BaTEIsl B CHCTEME C HCIIOJIb30BAHUEM €0 YUYETHBIX
JIaHHBIX.

T3.7. Tlogmena (aioB JETHTUMHBIX MPOTPAMM H
OubIMOTEK HENMOCPEACTBEHHO B cucteme. llpumeuanue 3: B
TOM 4YHCJIE MOXKET COYETaThCs ¢ TEXHUKON KOMIpPOMETAIUH
cepTuduKaTa, HCIOIB3YeMOTO Ui HHU(POBOH mMOAIUCH
obpaza [10.

T3.8. IlogmeHa JETMTUMHBIX IMpOrpaMM M OHOIHMOTEK, a
TaKxke JETUTUMHBIX 0OHOBIICHU POrpaMMHOTO
o0ecrieyeHus, IOCTaBISEMbIX IPOU3BOJUTEIIEM YAAJIECHHO
Yyepe3 CeTH CBS3M, B PENO3UTOPUAX MOCTAaBIIMKA WU IPU
Hepeaaye yepes3 CETH CBA3H.

[Ipumeuanue 4: B ToM 4ncie MOXKET COUETAThCS ¢ TEXHUKOM
KOMIIPOMETAIlMM  CepTH(HKATa,  HCIOIB3yeMOTo  JUIs
1 poBoi noanucu o6paza NporpaMMHOro 00eceyeHHsl.

T3.9. [logmeHa CCBUIOK Ha JIETUTUMHbBIE NPOTpamMMbl U
OMOIMOTEKH, a TakKe Ha JIETUTUMHBEIE OOHOBJICHHUSA
MIPOTrPaMMHOTO o0OecIieycHus, IIOCTaBJIICMEBIC
MPOU3BOJUTENIEM YJAJICHHO Yepe3 CETH CBSI3U, IOJMEHa
nHpopManu O Takux OOHOBIJICHMSIX, BKJIIOYAs aTaku Ha
UH(GPaACTPYKTYpHBIE CEPBUCHI MOCTaBIIMKa (Takue kak DNS
hijacking), ataku Ha TPETHECTOPOHHHE PECYPCHI, aTaKu Ha
DNIEKTPOHHYIO TOYTY U JIpyrue CpeacTBa oOMeHa
COOOIIECHUSAMH.

[Ipumeuanue 5: B TOM 4uciae MOXKET COUETATHCS C TEXHUKOU
KOMIIpOMETAIMu  cepTuduUKaTa, HUCHOJIB3yeMOro  JJIf
1u(poBoOH MOAMUCH 00pasza MPOrpaMMHOTO O0eCcTIeueHusl.

T3.10. [Tonmena JTUCTpUOYTHBOB (ycTaHOBOYHBIX
KOMIIJIEKTOB) TNPOrpaMM Ha HOCUTENSAX HH(POpPMALUU WIH
001X CETEBBIX pecypcax

[Ipumeuanue 6: B ToM 4ncie MOXKET COUETaThCs ¢ TEXHUKOM
KOMIIPOMETAIlMM  CepTH(HKATa,  HCIOIB3yeMOTOo  JUIs
1 poBoii noanucu odpaza NPOrpaMMHOro 00eCIeUSHHMSL.

T3.11. Komnpomerarus ceptudukara, UCIOJIb3YEMOro s
mudpoBoil moxnmucu odbpaza 11O, BriItouyass Kpaxy 3TOro
ceprudukara y npomsBogutess [10 nim mokynky KpaaeHOTro
cepTudUKaTa Ha HEJETaNbHBIX IUIONIAJKaX B CETAX CBS3M
(T.H. "mapkBeG") M moAmENKy cepThdHKaTa C MOMOIIbIO
sKkcrutyataiuu yszpumocrtel 10, peanusyromero (yHKIMH
TeHEPUPOBAHUS KPUNTOTpAdUIECKUX KITFOUeH, XpaHCHHS H
yrpaBieHus IUPPOBBIMH cepTU(DUKATAMH.

T3.12. Komnpomeranusi CpeacTB co3JaHHsl POrPaMMHOIO
KOoZla MPUWJIOKEHUH B HMHEQPACTpyKType pa3paboTduka 3THX
IPWIOKEHNH  (KOMIMJISATOPOB, JIMHKOBIIMKOB, CPEICTB
yIpaBJIEHUs pa3paboTKoii) JUISL HOCIEAYIOLIETO
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ABTOMATU3UPOBAHHOI'O BHCCCHHA U3MEHEHHI B 3TOT KoOn,
YCTaHaBJ'II/IBaCMHﬁ ABTOPHU30BAHHBIM IIOJIB30BAaTCJIEM Ha
LCJICBBIC JIS1 HAPYIIUTCIISA CUCTCMBIL.

T3.13. Komnpomeranus CpEACTB cOOpKH,
KOH(UTYPUPOBAHUS U pa3BOPAUYMBAHUS IIPOTPAMMHOTO KO/A,
a TaKk)Ke CPeCTB CO3JaHMsl y3KOCIEMAIN3UPOBAHHOTO KO/Ia
(x mpumMepy, KoJa MPOMBIIUICHHBIX KOHTPOJUJIEPOB) B
UH(ppacTpyKType (0 (9:10)7 CUCTEMBI JUIs
aBTOMAaTHU3MPOBAHHOTO BHECEHHUS M3MEHEHHl B 3TOT KO,
YCTaHABIMBAEMbIl aBTOPU30BAHHBIM II0JIb30BATEIIEM Ha
1[eJIEBbIC JIJISl HAPYILIUTENS] CUCTEMBI.

T3.14. [InanupoBanue 3amycka BpeJOHOCHBIX TPOrpaMm Mpu
CTapTe OIEpPalMOHHOM CHUCTEMBl MYTEM O3KCIUTyaTaluu
CTaHJAapPTHBIX MEXaHHW3MOB, B TOM YHCJIE IyTEM IMPaBKU
KJIIIOUEH peecTpa, OTBEYAIOUIMX 3a aBTOMAaTHMUYECKHMM 3aIlycK
porpamMM, 3amycka BpeJOHOCHBIX IPOrpaMM Kak CEpPBHCOB U
T.11.

T3.15. IlnanupoBaHHe 3amycka BpPEIOHOCHBIX MPOrpaMM
yepe3 IJIaHUPOBLIMKOB 337a4 B ONEPALlMOHHON CUCTEME, a
TakK€ C HCIOJb30BAaHUEM MEXaHHU3MOB IUIAHUPOBAHUSA
BBITIOJIHCHUS B YJJAJICHHOM CHUCTEME Yepe3 yAaJICHHBIN BBI30B
npoueayp. BeinmoiaHeHne B KOHTEKCTE TUIAHUPOBILUKA B Psizie
CIly4aeB II03BOJISIET aBTOpPU30BaTh BPEIOHOCHOE
nporpaMMHOe 00ecliedeHHe W TOBBICUTH JOCTYIHBIE €My
MIPUBUJICTHH.

T3.16. 3amyck BpEOOHOCHBIX MPOrpaMM IPU [MOMOIIH
JICTUTUMHBIX, MOAMUCAHHBIX HU(POBOH MOIMUCHIO YTHUIIHUT
YCTAHOBKH IPUJIOKEHUH M CPEACTB 3alycka CKPUIITOB (T.H.
TEXHUKa TIPOKCHPOBAHUS 3aITyCKa), a TAaKXKe Yepe3 CpeicTBa
3allycka  KoJa  9JJIeMEHTOB  ympaBieHus  ActiveX,
KOMIIOHEHTOB ~ (WIBTPOB  (KOJEKOB) M  KOMIIOHEHTOB
oubmmorexk DLL.

[Ipumepsr: 1) 3anmyck MSI-daiiioB B onepaiinoHHON cUcTeMe
Windows npu momMomu yTUiIUThl msiexec; 2) UCIOIb30BaHHe
ytuut Regsvr32.exe (MicrosoftWindowsRegisterServer) u
odbcconf.exe 11 NPOKCHPOBAHUS HCHOJIHEHUS KOAA
oubmnorexk dll B onepanumonHoit cucreme Windows
MOCPEJICTBOM BHECEHHUSI U3MEHEHHH B peecTp OonepanMoOHHbIX
CUCTEM.

IIpumeuanue 7: BHenpeHue M HUCIOJIHEHHE BPEIOHOCHOIO
MPOrpaMMHOT0 00€CHedYeHHs] B CHUCTEMaX M CETSIX MOXKET
BBIIIOJIHATBCS. B HECKOJIBKO IIAarOB ¢ MCIOJIb30BAHUEM OHOU
Wi Oonee w3 NEPCUYUCIICHHBIX BbIIIC TCEXHHUK, II0Ka
HapyIUTeIb He JOCTUTHET IeJIeBOM CUCTEMBI WK He OyJer
BBIHY/ICH MPUOETHYTH K IPYroi TaKTHUKE JJISl MPOJA0JKEHUS
aTaKH.

T4

3akperieHue
(coxpaneHnue aocryna) B
CUCTEME WJIH CETH

T4.1. HecaHKUMOHMPOBAHHOE CO3/JaHUE YYETHBIX 3aIUCei
WJIM Kpa)ka CYIIECTBYIOIINX YUETHBIX TAHHBIX.

T4.2. Hcnonb3oBaHuWE WITaTHBIX CPEJICTB YAAJIEHHOTO
JIOCTyTIa U YIIPABJICHHS ONEPAIUOHHON CUCTEMBI.
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TakTnueckas 3aja4a;
MOJIy4UB JIOCTYI K Y3y
CeTH  C  TOMOIUIBIO
HEKOTOPOU
MOCJIeI0BATEILHOCTH
JEUCTBUM, HaAPYIIUTENb
CTPEMHUTCSI  YIPOCTUTH
cebe MTOBTOPHOE
MOJIy4YeHUe JOoCTyla K
3TOMY Y31y, €CIIHd OH
emy BIIOCJICAICTBUU
HOHaIO0UTCA
(manpumep,
yCTaHABJIMBAET
CpelcTBa  yAaEHHOTO
yIpaBIeHUS y3JI0M,
U3MEHSET  HACTPOMKH
CpPEICTB  3allUTHl U
IOpyrue JecTBUs)

T4.3. CkpblTas ycTaHOBKAa W 3allyCK CPEICTB YJIaJI€HHOI'O
JIOCTyTIa U YIIPABJIECHUS ONEPALIMOHHON CUCTEMBI.

Buecenne wu3MeHEHHMII B KOHQUTYpAaIlMIO U COCTaB
IIPOrPaMMHBIX ¥ IPOrPaMMHO-AINNIapaTHBIX  CPEICTB
aTaKyeMOH CHCTEMBI WJIU CETH, BCIEJICTBUE YETO CTAHOBUTCS
BO3MO>KEH MHOT'OKPATHBIM 3aITyCK BPEJOHOCHOI'O KOJa.

T4.4. MackupoBaHue MOAKIIOUYEHHBIX YCTPONCTB 0]
JETUTUMHbIE  (HampuMmep, HaHECEHUEe KOPIOPATUBHOIO
JIOTOTHUIA, WHBEHTApPHOIO HOMepa, TenedoHa CIyKObI
TTOJJICPKKH).

T4.5. BHeceHMe COOTBETCTBYIOLIMX 3allCced B peecTp,
aBTO3arpy3Ky, IUIAHUPOBLIMKH 3aJlaHUi, oOecrednBaronuX
3allyCK BPEJOHOCHOIO IIPOrPAMMHOIO O0ECHEYEHUs IpU
nepe3arpy3ke CUCTEMbI HJIU CETH.

T4.6.  Kommpomeramuss  NpoOIINMBOK
UCTIONIB30BAHUEM  YS3BUMOCTEH  HMJIM  IPOTPaMMHO-
amnmapaTHbIX 3aKJIQJ0K, K TMpHUMEpy, BHEIPEHHE HOBBIX
¢yukuii 8 BIOS (UEFI), koMmpomerariusi HpOLIUBOK
KECTKHX JIUCKOB.

YCTPOHCTB  C

T4.7. Pe3epBHOE KONHMpPOBAHUE BPEAOHOCHOTO KOJa B
00J1aCTsAX, PEIKO MOJBEPraeMbIX MPOBEPKE, B TOM YHCIIE
3apakeHHE Pe3epPBHBIX KOMHM JaHHBIX, COXpaHEHUuEe 00pazoB
B HEPa3MCUCHHBIX O0JIACTAX JKECTKHX JHUCKOB U CMEHHBIX
HOCHUTEJEH.

[Ipumeuanue 8: 3akperuieHwe (CoxpaHEHHE JOCTyNa B
CHCTEME) MOXET TPOU3BOIUTHCS C MCIOIB30BAHUEM OJIHOU
nJIn 60H€e 13 MECPCUUCIICHHBIX BhIIIC TCXHUK.

T5

Ynpasnenue
BPEIOHOCHBIM
IPOrpaMMHBIM
oOecnieueHneM M (WIJIH)
KOMITOHEHTAMH, K
KOTOpbIM paHee OblI
MIOJIy4€H JOCTYM

TakTuyeckas  3ajada:
BHEJIPUB  BPEIOHOCHOE
MPOrpaMMHOE
o0OecIieueHue 583071
00eCIeYnBIOCTOSHHOE
IIPUCYTCTBUE Ha Y3JI€
CETH, HapYIIUTEITh
CTPEMHTCS
aBTOMAaTH3HPOBATh
yIpaBJeHNe
BHE/IPCHHBIMH
I/IHCTp}IMeHTaHBHBIMI/I
CpeCTBaMH,
OpraHU30BaB
B3aUMOJIEUCTBHUS
CKOMHpOMeTI/IpOBaHHBIM

T5.1. VYpanenHoe ympaBieHuUE 4epe3  CTaHJApPTHBIE
nporokonsl  (Hampumep, RDP, SSH), a  Ttaxxe
UCIIONIb30BaHNE HMH(PPACTPYKTYPhl TMPOBAIIEPOB CPENCTB
YAQJIEHHOIO0 aJAMUHUCTpUpoBaHusd. [Ipumep: ncnonp3oBanue
CpeACTB ynaleHHoro ympasieHus RMS/teamviewer s

CO3/IaHUs KaHaja CBSI3H u YIIPaBJICHUS
CKOMITPOMETHUPOBAHHOMN CUCTEMOM co CTOPOHBI
3JIOYMBIIJIEHHUKOB.

T5.2. Hcnonp3oBaHuWe WITaTHBIX CPEICTB YAAJIEHHOTO

JIOCTYyTa U YIIPABJICHHS ONEPAIUOHHON CUCTEMBI.

T5.3. KomMmyHuKanus ¢ BHEIIHUMHU CEpBEpPAMU YIIPaBJICHUS
4yepe3 XOpOILIO M3BECTHBIE IIOPTHI Ha JTUX CepBepax,
paszpelieHHble Ha MexceTeBoM 3kpane (SMTP/25, HTTP/80,
HTTPS/443 u np.).

T5.4. KoMMyHHKanuss ¢ BHEIIHUMHU CEpBEPAMHU YIIPABICHUS
4yepe3 HECTaHIapTHhIE IOPTHl HAa JITHUX CEpBEpAX, 4YTO B
HEKOTOPBIX CiIy4asx MIO3BOJISIET  3KCIUTYyaTHpPOBaTh
ySI3BUMOCTH CPEJICTB CETEBOM (PHIBTpAIlK A 00X0/a ITUX
CPEJICTB.

T5.5. YnpasieHue yepe3 CbeMHBIE HOCUTENH, B YACTHOCTH,
nepegayda KOMaH/ yIpaBlIeHUs MeXIy
CKOMIIPOMETUPOBAHHBIMU  H30JMPOBAHHOM CHUCTEMOW U
MOAKIIOYEHHON K IHTepHeT cucremoil 4epe3 HOCHUTENH
uH(pOpMalIMH, UCTIOJIb3yEMbIe HAa 00EUX CUCTEMaX.
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y3JIOM U  CEpBEPOM
YIpaBJICHUS, KOTOPBIN
MOXET OBITh pa3MelIcH
B cetu MHTepHeT uiu B

UHPPACTPYKTYpE
OpraHH3aLuH

T5.6.  IlpokcupoBanue  Tpaduka  ymnpaBieHUS  JUIA
MaCKHPOBKH TOJ03PUTEIBHON CETeBOW aKTUBHOCTH, 00X0/1a
MpaBUJ HAa MEXKCETEBOM DJKpaHE U COKPBITHS aJpecoB
UH(GPACTPYKTYphl HapylIUTENeH, AyOJMpOBaHHE KaHAJIOB
cBsi3u, oOdyckanus u pasznenenue Tpaduka ynpaBieHUS BO
n30exxaHue OOHAPYKEHUSI.

IIpumepsr: 1) ucnonb30BaHUE CKOMIIPOMETHPOBAHHBIX
CUCTEM B TOW XK€ CETH, Uil KOTOPBIX MpaBwiaMu MO
pasperieH aoctyn B UHTEpHET, B Ka4eCTBE MIPOKCU CEPBEPOB;
2) wucnonb3oBanue uHGpacTpykTypel cetu TOR s
MIPOKCUPOBAHUSl 3alpOCOB K CEpBEpaM yIpaBlieHus; 3)
UCIIOJIb30BaHUE OJHOTO0 KOMMYHHUKAIlMOHHOTO IPOTOKOJIA
JUIsL 3a11poca, U APYTOro - JUlsl OTBETa Ha 3aIpoc.

T5.7. TynnenupoBanue Tpaduka ynpasineHus yepe3 VPN.

T5.8. TyunenmupoBanue Tpaduka ynpaBiIeHHS B OIS
3aMOJIHEHUS U IaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEIMPOBAaHUE TpaduKa YHpPaBICHUS B TOJIS JaHHBIX |
3anoaHeHus npotokojoB DNS, ICMP unu npyrue.

T5.9. Vinpasnenue uyepe3 MNOAKIIOUYEHHBIE YCTPOUCTBA,
peanu3yomue JONOJHUTEIbHBIN KaHal CBSI3U C BHEIIHUMHU
CUCTeMaMu HJIN MCKOY CKOMITPOMCTUPOBAHHBIMHU
CHUCTEMaMH B CETH.

T5.10. Ucnonb3oBanue cpencts o0dyckanuu, mudpoBaHus,
creraHorpadyu A5l COKPHITUS TpaduKa yIpaBICHHS.

T5.11. [lepenadya koMaH] ynpaBieHUsS Yepe3 HECTaHIAPTHO
MHTEPIPETHUPYEMbIE TUIIOBBIE ONEpaluy, K IpUMeEpy, MyTeM
BBHIIIOJIHEHUS] KONHMPOBaHUs (ailyla 1o pa3pemieHHOMY
npotokony (FTP wim mnonoOHoMy), myTeMm YIpaBieHHs
pa3ensseMbIMH CETEBBIMM pecypcaMu 1o npoTtokony SMB u
T.IL.

T5.12. Tlepenaua koMaH[ yTNpaBieHUsS Yepe3 MyOJIMKaIUIO
HA BHEIIHEM JITUTUMHOM CEpBHCE, TaKOM KakK BeO-CailT,
001aYHbIi pecype, pecypc B COMATBHOMN CETH H T.II.

T5.13. JluHamuyeckoe U3MEHEHUE aJpecOB CEPBEPOB
yOpaBleHUs, HJIEHTU(PUKATOPOB BHEIIHUX CEpPBUCOB, Ha
KOTOPBIX MyOJHUKYIOTCS KOMaH/bl YIpPaBICHHs, U T.I. IO
M3BECTHOMY aJITOPUTMY BO M30ekaHNe 0OHAPYKEHUSI.

[Ipumeuanue 9: YmpasneHue BpeAOHOCHBIM IPOrpaMMHBIM
oOecrieyeHHeM U (WJIM) KOMIIOHEHTaMH, K KOTOpPBIM paHee
OBbUT MOJTyY€H JIOCTYII, MOXKET IIPOU3BOJUTHCS HAPYLIUTEIEM
C HCIIOJIb30BAaHUEM OJIHOM WM Oojiee W3 IMEepeYHCICHHBIX
BbIIlIE TEXHUK JUIS YOpPaBJIEHUS TPYIHOJIOCTYIMHBIMU
KOMIIOHEHTaMU WJIM JJs Peaju3allid PE3EPBHBIX KaHAJIOB
yIOpaBJIeHUsI.

T6

IToBrIIEHNE

MIPUBHIIET U o
JOCTYITy K
KOMIIOHEHTaM CHCTEM U
ceTen

TakTuueckas 3ajgada.

T6.1. TlomyueHue faHHBIX JJIi AayTEHTUQHUKAIMUA U
aBTOPU3allMM  OT WMEHW NPUBWIETHPOBAHHON YYETHOU
3allMCH MYTEM MOWCKa 3TUX JaHHBIX B Mamkax M ¢aitnax,
MoKWcKa B MaMATH WIM TepexBaTa B CETEBOM Tpaduke.
JlaHHBIE U1 aBTOpU3ALUU BKIIIOYAIOT MAPOJIH, X3II-CYyMMBI
apoJien, TOKEHBI, UJCHTUPHUKATOPHI ceccuy,
KpUnTorpaguueckie K04, HO He OTPaHUYMBAIOTCS UMH.
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MOJIyYUB
MepBOHAYAIIBHBIN

JOCTyH K y31y C
MIPUBUJIETUSIMU,

HEJIOCTAaTOYHBIMU  JUISt
COBEpILIECHUSI  HYXKHBIX
eMy JIEUCTBUN,

HapYUIUTENIb CTPEMUTCA
MOBBICUTh TOJTYYEHHBIE
MIPUBUIIETUU u
MOJIYYUTh KOHTPOJIb HAJ]
y37I0M

T6.2. Tlonbop maponss wium Apyrod wuHGOPMAIMU IS
ayTeHTU(HUKAIUN OT MMEHH NPUBWICTUPOBAHHON YYETHOM
3aHCH.

T6.3 Oxkcryaranua ysazsumocteid [IO0 K MOBBIIEHUIO
IIPUBUIICTUI.

[Ipumep: oskcmyaranus ysS3BUMOCTH JApaiiBepa CIIyKOBbI
neyaTH, MO3BOJISIIOUICH BBIMOJHUTH KOJ C MNPUBWICTUSIMHU
CUCTEMHOM YYEeTHOW 3amucH, 4Yepe3 JOCTyIl K JTOMY

NpaiiBepy W3 TNPWIOKEHHs, 3alyUIeHHOTO OT WMEHH
HENPUBHUJIETHPOBAHHOTO MOJIH30BATEIISL.
T6.4. Okcmtyaranus ySI3BUMOCTEN MeXaHHU3Ma

UMIIEpCOHAIMM (3allycKa OIlepaluil B CUCTEME OT UMEHHU
Jpyroil y4eTHO! 3alucH).

[Ipumep: sKkciuTyaTanus ys3BUMOCTH IUTaTHOTO MEXaHHU3Ma
UMIIEpCOHALMH, PEAIM3YEMOT0 ONIEPALMOHHON CUCTEMOM.

T6.5. Manunynsnuu ¢ uACHTU(PUKATOPOM CECCUU, TOKEHOM
JIOCTyIla WM MHBIM MapaMeTpoM, OIpPENEsSIOUINM IpaBa U
IIOJTHOMOYHS T0JIb30BATEINI B CUCTEME TaKMM 00pa3oM, YTO
HOBBIM WJIM W3MCHCHHBIM WACHTU(DHUKATOP/TOKEH/TIapamMeTp
JJaeT BO3MOXKHOCTb  BBIMIOJHEHHUS paHee HeIOCTYIHbIX
IIOJIB30BATENI0 ONEPALIUM.

[Ipumep: kpaxa u noajenka cookie ceccuu Ui MOMYUYCHUS
aBTOPU30BAHHOTO J0CTyna K BeOMHTepdeiicy ynpaBlieHUs
CETEBOI'0 YCTPOHCTBRA.

T6.6. O06xoA TMOJUTUKH OTPAHUYUEHHUS I10JIH30BATEIHCKUX
YYETHBIX 3alUCceld B BBINOJIHGHWUU TPYII  OINEpaIuii,
TPeOYIONINX MPUBIIICTHPOBAHHOTO PEKUMA.

IIpumep: o6xox UserAccountControl B omnepanroHHOM
cucreme Windows.

T6.7. Hcnonp3oBaHWe  ySI3BUMOCTeH  KOH(Urypauuu
CUCTEMBI, CIyX0 M TNPUWIOKEHHH, B TOM 4YHUCIE
IIPEABAPUTEIILHO CKOH(UTYpPUPOBAHHBIX npoduieit
IIPUBUJICTUPOBAHHBIX  [OJb30BAaTENIEd,  ABTOMAaTUYECKH
3aI1y CKaeMBbIX oT UMEHHU IIPUBUJIETUPOBAHHBIX
MIOJIB30BATEIEH  CKPUIITOB,IIPWIOKEHUH UM DK3EMIUIIPOB
OKpY’KEHHS, MO3BOJISOLINX BPEIOHOCHOMY 110

BBITTOJTHATHCS C IOBBIIIEHHBIMU TPUBHIICTUSIMHU.
ITpumepsr: 1) ucnonb3oBanue mnpodpuneir PowerShell mis
3aKkperuieHus: BpenoHocHoro 1O B cuctemMe W BBITOTHEHHS
sroro IO ¢ TOBBIIIEHHBIMH  TNPHUBWIETUAMH;  2)
KOH(HUTypamusi KOMaH/Abl Iepexo/ia B MPUBUIETHPOBAHHBIN
pexxuM  sudo, TpU  KOTOPOM  YCHEIIHBIA  pe3ynbTar
BHITIOJIHEHUSI O3TOM KOMaHAbI HAa HEKOTOpPOe  BpeMs
K3IIMPYETCsl, YTO TMpH ONPEAETCHHBIX OOCTOATENbCTBAX
MOXET OBITh WCIIOJIb30BAaHO BPEIOHOCHBIM KOJOM  JUIS
BBITOJIHEHUS] TPUBWIETHPOBAHHBIX ONepaluii B TeueHUE
9TOTO BpeMeHH; 3) TapaMmeTpbl HUCIOIHEHUs (QailioB
(ImageFileExecutionOptions, IFEO), MIO3BOJISIIOIINE
MEePEeKII0YaTh HCIONHEHUE (aijioB B PEXHUM OTIAJKH,
BBIMOJIHSASL ~ BPEOHOCHBIE  NPUJIOKEHHUS IO  BHUJOM
OTJIAYMKOB M CPEIICTB MOHUTOPHHTA, YTO IO3BOJISIET MM
OTKJIIOYATh CUCTEMHbIE IPUJIOKEHHUS M CPEJICTBA 3ALIUTHI.
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T6.8. Oxcrutyatanuss — ya3BUMOCTEH,  CBA3aHHBIX  C
OTJENIbHBIM, M BEPOSTHO MEHEE CTPOTMM KOHTPOJIEM JIOCTYTIA
K HEKOTOpPBIM pecypcaM (Harmpumep, K ¢ailioBoil cucreme)
JUIS HENPUBWIETMPOBAHHBIX YUETHBIX 3aIIUCEH.

[Ipumep: noamena Ha aucke OWHAPHBIX (aiyIoB WM
CKPUNTOB,  TpeIHA3HAYCHHBIX  JUIS  WCHOJHEHHS B
NPUBUIIETUPOBAHHOM KOHTEKCTE, NPUIIOKECHUEM,

HCIOJIHAIOIMMCS B HCIPUBUIICTUPOBAHHOM KOHTCKCTE.

T6.9. Oxkcrnyaranusi ys3BUMOCTEH CPEICTB OIPaHUYEHHUS
Cpelbl UCIIOJIHEHUS (BUPTyalbHbIE MAIMHBI, IECOYHUIBI U
T.I1.) JUIS KCIIOJIHEHUS KOJ1a BHE 3TOM CpEbl.

[Ipumep: skcrutyaranus ys3BUMOCTH 00paboTku Oydepa
JAHHBIX B paMKaX IMECOYHHIIBI, pean3yeMoi Opay3epoMm JUIs
orpanuyeHuss paboTel MoOWIBHOro koma (Javascript), ¢
MOCJIEIYIOIIUM BBIITOJTHEHHEM KOJa B KOHTEKCTE Ipolecca
Opaysepa.

[Ipumeuanue 10: IloBblieHHe HpUBHIETHA MO JOCTYMY K
KOMIIOHEHTaM CHUCTEM M CETeH MOXET IPOU3BOIUTHCA C
UCIIOJIB30BAHUEM OJHON wiaM Oojee U3 IepeYrCICHHBIX
BBIIIE TEXHMK, IIOKa HApPYyLIUTEIb HE IOJIYYUT JOCTATOYHO
NPUBMIIETUM I peaJlu3aluy  JApYrod  TakTUKA B
IIPOJOJDKCHHUH aTaKHU.

T7

CokpbITHE JEHUCTBUM U

MIPUMEHSIEMBIX npu
3TOM CPEICTB oT
OoOHapyKEHHS
TakTuyeckas  3ajgaya:
HapyIIUTEb CTPEMUTCS
3aTpyIHUTH
MIPUMEHEHHUEMED
3amuTel  MHGOpMAIuH,
KOTOpbIE CIIOCOOHBI
rnoMeniaTh ero
NEUCTBUSAM 1581051

OOHapYXUTh UX

T7.1. Hcnonb3oBaHWEe HapyLIUTEIEM WJIA BPEJOHOCHOU
1aT(OpMON ITATHBIX UHCTPYMEHTOB aIMUHUCTPUPOBAHHUS,
YTWINT U CEPBUCOB OIEPALMOHHOM CHCTEMBI, CTOPOHHHUX
YTUIIUT, B TOM YHUCJIE IBOMHOI0 Ha3HAYECHHUSI.

T7.2. Ouncrka/3aTUpaHre HCTOPHUH KOMAaHA U KYPHAJIOB
perucTpalyy, MepeHaNpaBIeHHe 3aluceid B KypHAIbI
peTucTpanuy, MepenoTHeHne NCTOPHHA KOMaH/ U KypPHAJIOB
perucrpanuu, 3aTpyJHEHME JOCTyna K  JKypHajam
PETUCTpAIHH Il aBTOPU30BAHHBIX MOJIb30BATEIICH.

T7.3. VYnanenue aiinos, nepenucsiBaHue  (aiiaos
MPOU3BOJBHBIMA  JaHHBIMH, (OPMATUPOBAHUE CHEMHBIX
HOCHUTEIEH.

T7.4. OtkimoueHne  CpeACTB  3alllUTBl  OT  YIpo3
nH(OPMAIIMOHHON 0€30MacHOCTH, B TOM 4YHCIIE CpPEICTB
AQHTUBHMPYCHOM 3aIlMTBI, MEXAHU3MOB ayJNTa, KOHCOJIEU
orepaTopa MOHUTOPUHTA U CPEJCTB 3aAIIMTHI IPYTUX TUIIOB.

T7.5. OtkirodeHue CUCTEM U CPEICTB MOHUTOPUHIA H
3alIUThI OT YTPO3 MPOMBIIIICHHOM, (PU3HUECKON, MOKAPHOH,
HKOJIOTUYECKOM, paIMallMOHHON 0€30MacHOCTH, UHBIX BUIOB
0€30macHOCTH aBTOMATH3HPOBAHHOM CHUCTEMBI YIpaBJIECHUS
TEXHOJOTMYECKMMHM  MpoleccaMd U yIpaBisieMOro
(KOHTpoJIMpyeMOro) oObeKTa U (MIIH) Impoliecca.

T7.6. Ilognenka qaHHBIX BBIBOJA CPEJCTB 3aILUTHI OT yrpo3
MH(GOpMaLlMOHHON 6€30MaCHOCTH.

T7.7. llonnenka MAaHHBIX TEJIEMETPUHU, JAHHBIX BBIBOJIA
aBTOMAaTHU3UPOBAHHBIX CUCTEM YIIPABJICHUS, JAHHBIX CHCTEM
U CpEICTB  MOHUTOpPMHTa U  3alUTBl  OT  yIrpo3
MIPOMBIIIUICHHOM, (hU3UYECKOM, MOXKAPHOU, IKOJIOTHIECKOM,
paauanvoHHONW O€30MacHOCTH, MHBIX BHJIOB O€30MACHOCTH
ABTOMAaTHU3UPOBAHHON CHCTEMBI YIpaBJICHUS
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TEXHOJIOTUUYCCKNUMHU nponeccamu n yYHpaBJIsICMOr'o
(koHTpOIMpPYEeMOro) oObekTa W (W) mpolecca, AaHHBIX
BI/IHGOHa6JHOI[eHI/I$I " JPYIruxX BU3YAJIbHO UJIM aBTOMAaTUYCCKU
MHTEPIPETHPYEMBIX JIAHHBIX.

T7.8. BplnonHeHue aTtaku oOTKa3a B OOCIY)KMBaHUU Ha
OCHOBHBIE M pE3EpBHbIE KaHaJbl CBA3HM, KOTOpPbIE MOTYT
UCIIOJIb30BATHCS IS JOCTaBKU coo0IeHNH 0
HEpaboTOCHOCOOHOCTH CUCTEM WJIM UX KOMIIOHEHTOB WJIU O
JPYIruX OpU3HaKaxX aTaku.

T7.9. Ilogmmcanue Koma, BKJIOYas  HCHOJIb30BaHHUE
CKOMIIPOMETHUPOBAHHBIX  CEPTU(PHKATOB  ABTOPUTETHBIX
npousBogutenen IO  gns  noamucaHusi BPEIOHOCHBIX
IIPOrpaMMHBIX MOZYJIEH.

[Ipumeuanue 11: CoueraeTcss ¢ TEXHUKOW KOMIIPOMETAIIMHU
ceprudukaTa, WUCHOIB3yeMOro s IUGPOBON IMOANHCH
obpasza I10.

T7.10. Baenpenue BpEeIOHOCHOTO KOJia B JOBEPCHHBIC
IPOIIECChl  OTIEPAIIMOHHON CHCTEMBbl W JIPYTHE OOBEKTHI,
KOTOPBIC HE IMOABCPTar0OTCA aHAJIM3y Ha HAJIWMYHUEC TaKOI'o
KOJ1a, JUIsl IPEIOTBpAILeHHsI OOHAPYKESHUSI.

T7.11. Momgudukauus Moxyned ©  KOHPHUTyparuu
BPEIOHOCHOTO IPOTrPaMMHOTO obecrieyeHus Ui
3aTpyAHEHUS ero OOHApY>KEHHsI B CUCTEME.

[Ipumep: BHeCEeHHE M3MEHEHHUH B MOJYJIM U KOHPUIYpaIHio
BpenoHocHoro  [IO s ynaneHuss — MHAMKAaTOpOB
komnpomeranuu 3tuM BIIO mocne oOnapyxeHus ero B
JPYIHX CUCTEMaX.

T7.12. MaHunynsiuud HMMEHaMH U IapaMeTpamu 3aIycka
MIPOLIECCOB U MPHJIOKEHUH AJ11 00ecrieYeHUs CKPBITHOCTH.
IIpumepsr: 1) COKpbITHE OKHa TPUIOXKEHHS  4epes3
napameTpsl 3ammycka nporecca B OC Windows; 2) Be16op aiis
BPEJIOHOCHOTO TPWJIOKEHUsT HMMeHH (aiina (mpouecca),
MIOXO0’)KEr0 Ha HWMS  M3BECTHONO W/WIM  CUCTEMHOIO
IIPWJIOKEHUS WM COBIAIAIOLIETO C HUM.

T7.13. Co3naHue CKpBITBIX (aillioB, CKPBITBIX YYETHBIX
3aIucen.

T7.14. YcraHoBieHUE JIO)KHBIX JOBEPEHHBIX OTHOLIECHWH, B
TOM 4YHCJI€ YCTAaHOBKAa KOPHEBBIX CEPTU(UKATOB JUIS
YCIIENTHOM ~ BaIMJAIMM  BPEIOHOCHBIX  IPOTPaMMHBIX
MOJTyJIe U aBTOpU3allii BHEITHUX CEPBUCOB.

T7.15. Buenpenue BpPEJOHOCHOTO KOoJa
BbIOOPOYHBIM/IIENIEBBIM  00pa3oM Ha Hauboyiee Ba)KHbIE
CUCTEMBI MJIM CHCTEMBI, YJOBJIETBOPSIOIINE ONPEAEICHHBIM
KPUTEpUSIM, BO n30exaHue MPEXKAEBPEMEHHOU
KOMIIpOMETAaIM1 MHPOpPMAIIUK 00 MCIIONb3YEeMbIX IIPU aTake
ySI3BUMOCTSIX U OOHapy>KeHUs akTa aTaku.

T7.16. HckyccTBeHHOE BPEMEHHOE OTrpaHUYEHUE
pacnpoCTpaHCHUs HWJIM aKTHBaWMH BPEAOHOCHOTO KOJa
BHYTPH  CE€TH, BO  HU30EKaHUE  MPEKIAEBPEMEHHOIO
oOHapyxeHus (aKkTa aTaky.

ITpumep: pacrpocTpaHeHue BPEIOHOCHOTO I10
CAVMHOBPEMCHHO 110 BCEM HHTCPCCYOIUM
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3JIOYMBIIIJIEHHUKAM CHUCTEMaM U €IMHOBPEMEHHBIN 3aIlycK
€ro Ha BBINOJHEHUE MO0 KOMAaHJE, BIUIOTh 1O BBIMOJIHEHUS
KOTOPOH KOMIIPOMETALIUIO CHCTEMBI OOHAPYKUTH CIOXKHO.

T7.17. O6dyckamus, mmdpoBaHUE, YMAaKOBKa C 3allUTOU
MapojieM WM COKPBITHE CTETaHOTrPaPUYEeCKMMH METOJIaMHU
POTPaMMHOTO KoJia BpenoHOocHOTo 10, maHHBIX U KOMaH]I
YIOpaBISONMEro Tpadrka, B TOM YHCIE MPU XPAHSHUH STOTO
KOJIa M JIaHHBIX B aTaKyeMOH CHCTeMe, MPU XpaHCHHH Ha
CETEBOM pecypce WU IpH Mepeiade o CeTH.

T7.18. MHcnonb3oBaHue CpeACTB BUPTyAJIM3aUMH IS
COKPBITHSI ~ BPEJOHOCHOTO  KOJa WM  BPEIOHOCHOMU
AKTHBHOCTH OT CPEJACTB OOHApY>KEHUS B OIEpalMOHHOM
CHCTEME.

T7.19. TynnenupoBanue Tpaduka ynpasieHus yepe3 VPN.

T7.20. TynnenupoBanue Tpaduka YHOPaBICHHS B TMOJIA
3aMOJIHEHUS U TaHHBIX CIY)KEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEIMPOBAaHUE TpaduKa YHpPaBICHUS B TOJIS JaHHBIX H
3anoaHeHus npotokojoB DNS, ICMP unu npyrue.

T7.21. W3menenue KOH(QUTYpaUWu  CETH, BKIIOYAs
WU3MEHEHHE KOH(pUTrypauuu CETEBBIX YCTPOICTB,
OpraHM3alUI0 I[POKCU-COCAUHEHUN, W3MEHEHHE TalIHuIl
MapuIpyTHU3anuy, cOpoc U MOoAU(pUKALUIO TapoJie focTymna
K uHTEepdeiicaM yrpaBieHHsI CETEeBBIMHU YCTPOWCTBAMH.

T7.22. IlonmeHa 1 KOMIIpOMETaLMs MPOUIMBOK, B TOM YHCIIE
npouinBok BIOS, jkecTKUX TMCKOB.

T7.23. llonmena @ailyioB JIETUTUMHBIX TPOTrpaMM U
OuOJINOTEK HEMOCPECTBEHHO B CUCTEME.

[Ipumeuanue 12: B TOM uyucie MOXKET cOYeTaTtbcs C
TEXHUKOM KOMIpOMETAallMM CepTH(HKaTa, HCHOIB3yEMOro
Jutst iudpoBoit moanucu obpasza [10.

T7.24. TlonMeHa JETUTUMHBIX HporpaMM M OMOIMOTEK, a
TaKke JIETUTUMHBIX O0OHOBJIEHUH IPOrpaMMHOTO
oOecreyeHns, MOCTaBISEMBIX IPOU3BOAUTENEM YJAIEHHO
yepe3 CeTH CBSI3U, B PENO3UTOPUAX IOCTaBIIMKA WM TPH
nepenayde yepes3 CETH CBA3H.

[Ipumeuanue 13: B TOM uyucie MOXKET codeTraTtbcs C
TEXHUKOM KOMIpOMETAallMM CepTH(HKaTa, HCHOIB3yEMOro
Ju1st udpoBoit moanucu obpasa I10.

T7.25. IlonMeHa CCBUIOK Ha JIETUTHUMHBIE NPOTrpamMMbl U
OMONIMOTEKH, a TakKe Ha JIETUTUMHBIE OOHOBJIIECHHUS

MIPOrpaMMHOTI0 obecrnieveHus, MOCTaBJIsIEMbIE
MIPOM3BOUTENIEM YIAJICHHO Yepe3 CETH CBs3H, HH(popMaIuu
0 TaKUX OOHOBJICHHUSX, BKJTIOYast aTaku Ha

MH(QPaCTPyKTypHBIE CEPBUCHI MOcTaBIIMKa (Takue kak DNS
hijacking), ataku Ha TpeTbECTOPOHHHUE PECYpCHI, aTaKH Ha
DIIEKTPOHHYIO  TOYTYy W  JApPYrHe CpencTBa  oOMeHa
COOOIIEHHSIMU.

[Ipumeuanue 14: B TOM 4HCIIE MOXET COYETATHCS C
TEXHUKOM KOMIIPOMETAIlMH CepTH(HKATa, HCHOIB3yEMOT0
Jutst udpoBoit moanucu obpasza I10.

T7.26. Ilonmena TUCTPUOYTHBOB (YCTaHOBOYHBIX
KOMIUJIEKTOB) TMPOTpaMM Ha HOCHUTENSIX WH(POPMALUU WA
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OOIINX CETEBBIX pecypcax.

[Ipumevanue 15: B TOM UHCIIE MOXKET COYETATHCS C
TEXHUKOW KOMIIPOMETAIMN CepPTH(PHUKATA, HCIOIB3YEMOTO
Ju1s udpoBoit moanucu obpasa [10.

T7.27. Komnpomeranusi cepTudukara, UCIOIb3YEMOro s
nudposoii moanmucu ob6paza I1O, BkIOUas Kpaxy 3TOro
ceprudukara y npousBogutess [10 nim nokynky KpaaeHOro
cepru(dukaTa Ha HeNEralbHBIX IUIOMAAKAX B CETAX CBS3U
(t.H. "mapkBe0") m mojmenKy ceprudukaTa ¢ MOMOIIBLIO
skciutyaTanuu ys3BuMocteit 110, peanusyromero GyHKIHH
TEHEPUPOBAHUS KPUNTOrpaQUUECKUX KIFOUeH, XpaHEHUs H
yOpaBiieHus! HUPPOBBIMU cepTH(PHUKATAMHU.

T7.28. Komnpomeranuusi CpeicTB CO3aHMsl IPOrPaMMHOIO
KOJIa NPWIOKEHUH B MHQPACTPYKType pa3padOT4MKa ITHX
OPUIOKEHUH  (KOMIMJISTOPOB, JMHKOBIIMKOB, CPEJICTB
yIpaBIeHUAPa3pabOTKOMN) JUISt HOCJIC/TYFOILIETO
ABTOMATH3UPOBAHHOTO BHECCHUsI HM3MEHEHHUH B JTOT KO,
yCTaHABJIMBAEMbIIl aBTOPU30BAHHBIM IIOJB30BAaTENEM Ha
IEJICBBIC ISl HAPYIITUTEISI CHCTEMBI.

T7.29. Komnpomeranus CpEICTB cOopKH,
KOH(UTYPUPOBAHUS U pa3BOPAYMBAHUS IIPOTPAMMHOTO KOJIA,
a TaKk)Xe CPeACTB CO3JaHMsl y3KOCHEIMAIN3UPOBAHHOTO KO/Ia
(x Tpumepy, KoAa TMPOMBINIJIEHHBIX KOHTPOJUJIEPOB), B
uH(ppaCTPyKType eJIeBOM CUCTEMBHI, TUIS
aBTOMATHU3UPOBAHHOTO BHECEHHUS M3MEHEHHl B 3TOT KO,
YCTaHABIMBAEMbIl aBTOPHU30BAHHBIM II0JIb30BATEIIEM Ha
1[EJICBBIC JIJISl HAPYIIUTENS] CUCTEMBI.

[Tpumeuanue 16: CokpbiTHE NEHCTBUI U MPUMEHSEMBIX TIPH
9TOM CPEACTB OT OOHAPYKEHUS MOXKET MPOU3BOIUTHCS C
UCIIONIb30BaHWEM OJHON WM 0Oojee M3 MEePEeYUCICHHBIX

BbIIIE TEXHUK JUISI COKPBITUS Ppa3HbIX CBUJETENILCTB
KOMIIPOMETAIlMM CHUCTeMbl WM Ui Oonee 3(h(HeKTUBHOTO

COKPBITHSL.
T8 | [Tomyuenue nocryna | T8.1. DOkcruryatanuss  ysA3BUMOCTEH  [UIsl  HOBBILICHUS
(pacpocTpaHeHue NpPUBWIETHM B CHUCTEME WIM CETH I yJaJeHHOIo
J0CTyNa) K  JPYTHM | BBIIOJHEHHUS IPOrPaMMHOIO Koja MJs paclpoCTpaHEHUs

KOMIIOHEHTaM CHUCTEM U
ceTell WM CMEXHBIM
CHUCTEMAM U CETIM

TakTuueckas
MOJTy4HB
HEKOTOPBIM
UH(PACTPYKTYPBHI,
HAPYIIUTEIh CTPEMHTCS
MOJIyYUTh  JIOCTYH K
JIPYTUM y3J1aM.
[Tomo6HOE
pacmipocTpaHeHue
JOCTyla MOXeET OBITh
HelleJICHAITPABICHHBIM:
Tak, eme He 3Has, K

3aja4a;
JIOCTYIl K
y371amM

JI0CTyTIA.

T8.2. Vcnonb3oBanue cpeacTB U MHTEP(HEHCOB ynaIeHHOTO
YIpaBJICHUS JJIsl TIOTYYSHHS TOCTYIAa K CMEXHBIM CHCTEMaM
U CETSIM.

T8.3. MHcmoip3oBaHne  MEXaHH3MOB
YCTaHOBKH IPOTPaMMHOTO
KOH(UTYPUPOBAHUS.

[Tpumep: pacmpocTpaHeHHE BPEIIOHOCHOTO
rpynnoBeiMu  monuTHKamMu  ActiveDirectory,
UCTIONIB3YEMBIMA ~ JUISI ~ aBTOMAaTHYECKOTO
JIETUTUMHBIM MIPOTPAMMHBIM 00€CTICUCHUEM.

NYCTAHIIMOHHOMU
oOecrieueHus "

KOZa
00OBIYHO
yIpaBJIeHUS

T8.4. Ynanennoe komupoBaHue (ailoB, BKIHOYAs MOIYJU
BPEJIOHOCHOTO MPOrPaMMHOI0 OOeCleyYeHUs: U JIETUTUMHBIE
MIPOrpaMMHbIe CpeICTBa, KOTOpbIE MO3BOJISIIOT
3JI0YMBIIUJIEHHUKY MOJIYy4aTh JOCTYIl K CMEKHBIM CHCTEMaM
" CETSIM.
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KaKUM
KOMIIOHEHTaM
UHPPACTPYKTYPHI
TpeOyercsi  TMOJIyYuTh
JOCTYT JIJIsl TOTO, YTOOBI
BbI3BaTh HY)XHBIC €My
HEraTUBHBIC

HUMCHHO

MTOCJIEJICTBHS,
HapYIIUTEIb MOKET
CTPEMUTBHCSA  IOJYYHTh
KOHTPOJIb  HAA  Kak
MOKHO OopIIeH
YaCThIO
HHQPACTPYKTYPBI

CHUCTEM U CETEU

T8.5. U3MeneHne KoH(UTYpaLUU CETH, BKIIOYAsT H3MEHEHHE
KOH(UTYpalMy CETEeBBIX YCTPOMCTB, OPraHU3AIMIO TPOKCHU-
COCIMHEHUH, U3MEHEHHE TaOIUI] MapUIpyTHU3aluH, cOpoc U
Mogudukanmuio  maposeil  joctyma K MHTepdeiicam
yIpaBJICHUS] CETEBBIMU YCTPOICTBAMHU.

T8.6. KomupoBaHue BpEeIOHOCHOTO KOJa Ha CbEMHBIE
HOCHUTEIIH.

T8.7. Pa3menieHne Bpe10HOCHBIX ITPOrPaMMHBIX MOJYJIEH Ha
paszesnsieMbIX CETEBbIX PECYpCax B CETH.

T8.8. Hcnons3oBanue JIOBEPEHHBIX OTHOIIEHUM
CKOMIIPOMETHPOBAHHOM CHCTEMBl W I0JIb30BaTeNIel 3TOH
CHUCTEMBI C JPYT'MMH CHCTEMaMH M TIOJIb30BATENSIMHU IS
pacrpocTpaHeHUsI BPEIOHOCHOTOIIPOTrPAMMHOTO
o0ecrieyeHns WK JJIs1 I0CTyIa K CUCTeMaM M UH(OpMaIiH B
JPYTUX CUCTEMAX U CETAX.
[Tpumep: OTCBUIKA
3JIEKTPOHHOM  MOYTHI  OT
JTIOBEPECHHBIX JIUII.

coo01IeHn KOPIIOPAaTUBHOMN
UMEHU KOJUIET M MIPOYUX

[Ipumeuanue 17: Ilomyuenue poctymna (pacmpocTpaHEHHE
JocTyna) K JApYyrdM KOMIIOHEHTaM CHUCTEM M CeTed WM
CMEXHBIM CHUCTEMAaM U CETSIM MOJKET BBINOJHATHCS B
HECKOJIBKO II1aroB € MCIOJIb30BaHUEM OAHOW Wiu Ooiiee U3
MEPEUYMCIICHHBIX BBIIIE TEXHHUK, II0Ka HApPYIIUTENIb HE
JOCTUTHET WEJIEeBOM CHCTEMBl WM HE OYyJeT BBIHYXKICH
npuOErHyTh K APYTOi TAKTHKE JIJIsl IPOJAOJDKEHUS aTakH.

T9

Coop u BBIBOA U3
CHUCTEMBl  WJIH  CETH
nH(popmanuuy,

HE00X0IMMoMH TUIS

NATBHEUINNX JEUCTBUN
IIpU peanu3aluuud yrpos

0e3omacHOCTH
uHpopMauu 17005
peanmu3armu HOBBIX
yrpo3

TakTnueckass 3ajgaya: B
XOZIe pean3aluu yrpos
6e30macHOCTH
nH(popmanuy,
HapYyIIUTEIO
nmoTpeboBaThCs
MOJIyYUTh U BBIBECTHU 32
TIPEIEITBI
UHOPPACTPYKTYPHI
OoJbIne 00BeMBI
uHpopmanuu, u30exas
IIPH 3TOM OOHApYKEHUS
WA IPOTUBOACUCTBUS

MOXKET

T9.1. Hoctyn x cucreMe Juisi cOopa MHGOOPMAIIMKA M BBIBOJI
UHPOpPMAILIUK Yepe3 CTaHJIAPTHBIC MPOTOKOJBI YIPABICHHS

(mampumep, RDP, SSH), a Taxke wucnonab3oBaHue
UHOPPACTPYKTYpbl ~ MPOBAaUAEPOB  CPEACTB  yJIAJEHHOTO
aIMUHUCTPUPOBAHUS.

[Ipumep: ncHoab30BaHUE CPEACTB YIAJIEHHOIO YIPABICHUS
RMS/teamviewer nis co3gaHus KaHala CBSI3U U YIPaBIICHUS
CKOMIIPOMETHPOBAHHOM cUCTEMOM co CTOPOHBI
3JIOYMBINIJICHHUKOB.

T9.2. Joctyn k cucreme Juid cOopa nHGOpMAMU U BBIBOA
uH(pOpMallUl 4Yepe3 MCIONb30BaHUE INTATHBIX CPEICTB
YAAIEHHOTO JOCTylla W  YIpPaBJICHHA  OIEPallMOHHOM
CUCTEMBL.

T9.3. BoiBoa nH(popMaMy Ha XOPOIIO U3BECTHBIE MOPTHI HA
BHEIIHUX CEpBEpax, pa3pelleHHble Ha MEXKCETEeBOM 3KpaHe
(SMTP/25, HTTP/80, HTTPS/443 u np.).

T9.4. BeiBog mHpoOpManuy Ha HECTaHIAPTHBIE MOPTHI Ha
BHEIIHUX CEPBEPAX, YTO B HEKOTOPBIX CIIydasxX IO3BOJISIET
AKCILTYyaTUPOBATh YSI3BUMOCTH CPEJICTB CETEBOU (pUiIbTpanuu
Juis 00X0/1a ATUX CPEJICTB.

T9.5. OtnpaBka JaHHBIX 110 HU3BECTHBIM IPOTOKOJIAM
YIpaBJICHUS U EPEeIadu JAHHBIX.

T9.6. OtnpaBka TaHHBIX IO COOCTBEHHBIM MTPOTOKOJIAM.

T9.7. TlpokcupoBanue Tpaduka mepenayd MAHHBIX JUIs
MacCKHPOBKHU MOJIO3PUTENBHOM CeTeBOM aKTUBHOCTH, 00X0/a
IIPaBWJI _Ha MEXCETEBOM DJKpPaHE M COKPBITHS aJpEecoB

25




UHPPACTPYKTYPHl HapylIuTeNed, AyOmupoBaHHE KaHAJIOB
cBs3u, oOdyckamus W pasaencHue Tpaduka mepeaadn
JAHHBIX BO M30exkaHNEe OOHAPYKEHUS.

IIpumepsr: 1) ucHonb30BaHHE CKOMIPOMETHPOBAHHBIX
CUCTEM B TOH JK€ CETH, Ui KOTOphIX mpaBuiaamu MO
paspelieH J0cTyn B VIHTepHeT B KauecTBe IIPOKCU CEPBEPOB;
2) wucnonbp3oBaHue UHPpacTpykTypsl cetu TOR s
IIPOKCUPOBAHMs 3allpOCOB K CepBepaM yIpaBICHUs; 3)
UCIIOJIb30BaHUE OJHOIO0 KOMMYHHUKAIlMOHHOI'O IIPOTOKOJIA
JUIs 3a11poca, U IPyroro - ;i OTBETa Ha 3a1poc.

T9.8. TynnenupoBanue Tpaduka nepegadd JaHHBIX yepe3
VPN.

T9.9. TyuuenupoBanue Tpaduka ynpaBiIeHHS B OIS
3aMOJIHEHUS U JIaHHBIX CIYKEOHBIX MPOTOKOJIOB, K IPUMEPY,
TYHHEIMPOBAaHUE TpaduKa YHpPaBICHUS B MO JaHHBIX H
3anojHeHus npotokojoB DNS, ICMP unu npyrue.

T9.10. BeBox mH(popmanuu yepe3 ChbEMHBIC HOCUTCIH, B
YaCTHOCTH, nepeaaya JTAHHBIX MEXIY
CKOMIIPOMETUPOBAHHBIMU ~ HM30JIMPOBAHHOM CUCTEMOM U
MOAKIIOYEHHON K IHTepHeT cuctemoil 4vepe3 HOCHUTENH
nH(OpMaIU, UCTIOJIb3yeMble Ha 00€UX CUCTEMAX.

T9.11. OTtnpaBka HaHHBIX 4Yepe3 albTEPHATHUBHYIO Cpedy
nepesadyy JaHHbIX.

[Ipumep: BBIBOA KOH(HUIECHIUATHHOW HH(MOpMaLUU Yepes
CYOTHTpPHI BUICOPSIA, AEMOHCTPHPYEMOTO Ha BeO-caiiTe.

T9.12. [IudpoBanue BBIBOJIMMO#1 nHpopManuu,
UCTIOJIB30BaHUE CTEeraHorpaguu sl  COKpHITUS  (pakra
BbIBOJIa MHGOpMAITUH.

T9.13. BeiBoa undopmaiuu uepe3 npeaocTaBiIeHUE JOCTyIIa
K GailloBBIM  XpaHWIMIIaM ©  0a3aM  JaHHBIX B
UH(QPACTPYKType CKOMIPOMETHPOBAHHOW CHUCTEMBl WU
CETH, B TOM YHUCJIE MYTEM CO3/1aHHS HOBBIX YUETHBIX 3aIHCEU
WK Iep€aadu JaHHBIX JJIA aYTeHTHq)HKaHHH H aBTOpHU3aln
MMEIOIIMXCS YUETHBIX 3aIHCEH.

T9.14. BeiBoa nHbOpMaIK yTEM pa3MeIeHUsI COOOIEHUM
win ¢aiioB Ha NyOIMYHBIX pecypcax, IOCTYIHBIX JUIs
QHOHMMHOTO Hapymwurens (popymsl, (¢ailiooOMeHHbIE
cepBUCHI, (POoTOOAHKH, OOIAaYHBIE CEPBHCHI, COLMANIbHBIE
CEeTH).

[Ipumeuanue 18: COOp M BBIBOJI M3 CUCTEMBI WU CETH
uHpOpMalUK, HEOOXOAUMOW s JanbHEHIMX JeicTBUi
IpU peanu3aluyu yrpo3 0e30MacHOCTH HHGOPMALUU WIN
pealM3alluM  HOBBIX  YIPO3  MOXKET  BBINOJHATBCA C
UCTOJNB30BaHUEM OJHOM wiIM 0Oojee U3 IEepeYHCICHHBIX
BBIIIIE TEXHUK JJI pEAIM3allii PE3EPBHBIX KAHAJIOB BHIBOJA
HH(OpMaLIUH.

T10

HecanknmonupoBaHHbIH

JOCTYII " (nnn)
BO3JIEHCTBUE Ha
nH(pOpMaLOHHbIE

pecypcsl WIN

KOMIIOHEHTBI CUCTEM H

T10.1. HecaHKIMOHHUPOBAaHHBIA JOCTYN K HH(QOpPMaLUU B
MaMATH CHUCTEeMbI, (alIoBOM cucTeme, Oa3zax JTaHHBIX,
PENO3UTOPHSIX, B IPOIPAMMHBIX MOJYJISIX U TPOLIMBKAX.

T10.2. HecaHKUMOHUPOBAHHOE BO3JCHCTBHE HA CUCTEMHOE
nporpaMMHoOe  oOecriedeHue, ero KOH(QUTYypalui U
napaMeTpbl JOCTYyNa.
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CceTel, NPUBOIALINE K
HETraTUBHBIM
IIOCJIICACTBUSAM

TakTuueckas
JIOCTHKECHHE
HapyLIUTEIEM
KOHEYHOM Leu,
MIPUBOJISIIEE K
peanuzanuu
MOJEIIUPYEMOM  yTPO3bI
u MIPUYUHEHUIO
HEJIOIYCTUMBIX
HETaTUBHBIX
MOCJIEICTBUI

3ajga4da.

T10.3. HecankunonupoBaHHoe BO3/JEHCTBUE Ha
MporpaMMHBIE ~ MOJYJH  TNPHUKIATHOTO  MPOTPAMMHOTO
o0ecreUcHHS.

T10.4. HecankimonupoBanHoe BO3JICHCTBUE Ha

IPOTPaMMHBIN KO, KOH(UTYpaluio U mapaMeTpbl J0CTyIa
IPUKJIAJHOTO IPOrpaMMHOI0 0OecreueHusl.

T10.5. Hecanknmonuposannoe BO3JICCTBUE Ha
NPOTPAMMHBINA KOJI, KOH(PHUTYpaIHI0 U IapaMmeTphbl TOCTyIa
CUCTEMHOT'0 TPOrPaMMHOTO 00ECIICUSHHUSI.

T10.6. HecankimonupoBanHoe BO3JICHCTBUE Ha
MPOrPaMMHBIA KOJ, KOH(PHUTYpaIMi0 U TapaMeTphl JTOCTyIIa
MIPOIIMBKHU YCTPONCTBA.

T10.7. Tlogmena wuHpopManuu (HANIpUMEp, IUIATEKHBIX
PEKBU3UTOB) B MMaMATU WJIK UHPOPMAIUH, XPAaHUMON B BUE
daitnoB, napopmanmu B 0a3ax NaHHBIX U PEMNO3ZUTOPHSIX,
uH(pOpMallMd Ha HEpa3MEUYEHHBIX O0JIACTAX JHUCKOB U
CMEHHBIX HOCHUTEJICH.

T10.8. Yauuroxxenue nnpopmainuu, BKIItoyas HHGOpMaIHUIO,
XpaHUMYIO B Buje (haiyioB, HHPOpPMAIUIO B 0a3axX JaHHBIX H
PENo3UTOPHSIX, UHPOPMALIMIO Ha HEPa3MEUEHHBIX 00JIACTIX
JIMCKOB M CMEHHBIX HOCHUTEJIEH.

T10.9. [HoGapnenne wunHpopManuu (Harpumep, AedercHHT
KOPIOPaTUBHOIO NOpTaJa, MyOIMKaIHs JIO)KHON HOBOCTH).

T10.10. Opranuzauust oTkaza B 0OOCIyKHUBaHUU OAHOW WU
HECKOJIBKUX CHCTEM, KOMIIOHEHTOB CUCTEMbI MJIH CETH.

T10.11. HeueneBoe ucnoib30BaHuE PECYPCOB CUCTEMBI.
[Mpumepsr: 1) opranuzanus MalHUHTOBOW IUIAT(GOpPMBI; 2)
opraHu3anmnsa HJ'IaT(i)OpMBI AJId OCYHICCTBJICHUA aTaK OTKa3a B
00CITy’)KHBaHUH Ha CMEXHbIE CUCTEMBI U CETH.

T10.12. HecanknmonupoBanHoe BO3/ICHCTBUE Ha
ABTOMATU3UPOBAHHBIE CHCTEMBI YINPABICHUS C LEJIBIO
BbI30Ba OTKa3a WM HapylleHus (QyHKUMHA ynpaBiieHUs, B
ToM uncie Ha ACY KpUTHYECKH BaXKHBIX OOBEKTOB,
MMOTEHITNATBHO OITaCHBIX 00BEKTOB, 00BEKTOB,
IIPEICTaBISIIOIIMX MOBBIIEHHYIO ONACHOCTh JUISl JKU3HHU H
3I0pPOBBS JIIOJIEH M JUI OKpPY KaroLEed MPUPOIHOM Cpenbl, B
TOM YHCJI€ OMACHBIX MPOU3BOJCTBEHHBIX OOBEKTOB.
[Ipumepsr: 1) Bo3deiicTBME Ha aBTOMAaTH3MPOBAHHBIE
CHCTEMBI YIPaBICHUS OOBEKTOB TPAHCHOPTA; 2) ylaJeHHOE
BO3JCIICTBME Ha LU(PPOBBIE CHCTEMbl U IEPBUYHOE
o0opy10BaHue 00BEKTOB JJIEKTPOIHEPTETUKH; 3)
BO3/ICIICTBE HA CHUCTEMbI YMPABICHHUS TEXHOJIOTMYECKUM
poIeccoM HePTEXUMHUECKOro 00BEKTa.

T10.13. HecankimonupoBanHoe BO3JICUCTBHE Ha
aBTOMATU3UPOBAHHBIE CHUCTEMBI YIPABIEHUS C LEJbIO
BBI30Ba OTKa3a WJIM TOJIOMKH OOOpYJOBaHHS, B TOM YHCIIE
ACY KpUTUYECKH BaXHBIX OOBEKTOB, IOTEHIIHAIBHO
OMaCcHBIX 00BEKTOB, 00BEKTOB, MPECTABIISIIOIINX
MOBBIIICHHYIO.

T10.14. OTkiaroyeHHe cUCTEM M CPEIACTB MOHHUTOPHHIa U
3alIUTHI OT YTPO3 MPOMBIIIICHHOM, (PU3HMUECKON, TOKAPHOMH,
9KOJIOTHYECKOM, paIualliOHHON 0€30MacHOCTH, WHBIX BHJIOB
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6e3OHaCHOCTI/I, B TOM YHUCIIC KpI/ITI/I‘-IeCKI/I Ba>XHBIX O6’beKTOB,
MOTEHIHATLHO OITACHBIX 00BEKTOB, 00BEKTOB,
HpCIICTaBJISIIOH_[I/IX HOBBIH_IGHHYIO OIIAaCHOCTh JId KU3HU U
3JIOPOBBS JIIOJCH U JJI OKPYIKAIOIICH MPUPOTHOU CPEJIbl, B
TOM YHUCJIC OITACHBIX HpOI/ISBOI[CTBeHHLIX O6’beKTOB.

T10.15. Bo3netictBue Ha nHDOPMAITMOHHBIE PECYPCHI Uepe3
CHCTEMBI pPAacIO3HABaHUSI BH3YaJIbHBIX, 3BYKOBBIX 00pa3oB,
CHUCTEMBl T'€ONO3ULUOHUPOBAHUS W OPHEHTAlMM, JAaTYUKU
BUOpAIMK, TPOYUE TATYUKH W CHCTEMBI INPeoOpa3oBaHUA
CUTHAJIOB (PU3MUECKOro MUpa B LIM(POBOE Mpe/CTaBIEeHUE C
LIEJIbIO TTOJIHOTO MJIM YAaCTHMYHOT'O BBIBOJIA CUCTEMBI U3 CTPOS
WA HECAHKLIMOHUPOBAHHOI'O YIIPABJICHUS CUCTEMO.
IIpumepsl: 1) HaHeceHHME  HENETMTUMHOM  pa3MeTKH
JIOPOXKHOI'O IIOJIOTHA C LEJIbI0 BbI30Ba C€OOS CUCTEMBI
aBTOMAaTUYECKOIO yIIpaBJIEHUs aBTOMOOMIIEM; 2)
UCIIOJIb30BaHUE CHeLUAIbHBIX CHUMBOJIOB B
UACHTH(DHUKAIIMOHHOM  3HaKe  (U3WYECKOr0  OOBEKTa,
pacrio3HaBaeMOM KaMepaMU BUACOHAOII0ICHUSI.

[Ipumeuanue 19: HecaHKIIMOHUPOBAHHBIA AOCTYN U (WJIH)
BO3JCIiCTBME HA  WMH(OPMALIMOHHBIE  PECypChl  HIIHU
KOMITOHEHTBI CHUCTEM U CETEeH, MPHUBOJSIIECEe K HETaTUBHBIM
MOCNEACTBUSIM TPU  pealu3alud  yrpo3 0e30MacHOCTU
uHpOpMalMM WM pealn3alldd HOBBIX YIPO3, MOXKET
BBIMIOJHATBCS C HUCIOJIB30BaHUMEM OJIHOM win Oonee U3
MEPEUYMCICHHBIX  BBII€  TEXHUK  JUISI  TIOBBIIICHUS
3¢ (HEeKTUBHOCTH BO3JICHCTBUSL C TOYKHU 3PEHHS HAPYLIUTEIs
WM JUIsl pealiu3alliil HECKOJbKHX TUIIOB BO3ICHCTBUSA Ha
aTaKyeMYIO CUCTEMY.

9. Omnpenejienne aKTyaJbHBIX YIPO3 0€30MaCHOCTH NMepcoHaIbHbIX JaHHbIX B UCIT/In

AKTyannpHON cuMTaeTcs yrposa, KoTopas MokeT ObITh peanu3oBaHa B VMCIIJIH u mpezacrasiser

omnacHocTh st 11/[H.

AKTYalbHOCTb YTPO3bI OIIPENEsIeTCs CASAYIOUMMH MapaMeTpaMu:

- ypoBeHb ucxoaHoi 3amumenHoctu UCIH;

- JacToTa (BepOHTHOCTB) peajmm3anuumn paCCManHBaeMOﬁ YT'pPO3bI.

[Ton ypoBHeM wucxonHoi 3amuiieHHoctd WCII[IH moHmMaercs 00OOIIEHHBINM TMOKa3aTelnb,

3aBUCSILUN OT TEXHUYECKUX U AKCITyaTallmoHHbIX Xxapakrepuctuk UCI1/IH.

IMoka3zarenu ncxoanoi 3amumennoctu UCITIn

Ne ITapamertp 3HaueHue YposeHb
3AIIHAIIEHHOCTH
1. TepputopuaibHOE pa3MeLICHNUE KopnopaTtuBHas pacnpeeneHHas BBICOKHH
NCII/IH, oxBaThIBarOass MHOTHE

IO/Ipa3JIeJIEHUs OJIHOM OpraHu3auuu

2. Hanuuue coenuHenuii ¢ ceTsamu NCII/H, nmeromasi OTHOTOYEYHBIN BBICOKUH
00I111er0 MOJIb30BAHUS BBIXO/JI B CETh OOIIEro MOJIb30BAHUS

3. BcerpoeHnHble (1eranbHble) 3anuch, COpTUPOBKA, yIajIeHHe CpeIHHM

OIIEPALIMH C 3aMUCsIMH 0a3
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TMCPCOHAJIBHBIX JAHHBIX

4, Pasrpannuenue nocrymna kK HCII/IH, kK KOTOpPOIl UMEET TOCTYI CpeaHuid
MEePCOHAJIBHBIM JJAHHBIM ONpeIeTICHHBIN NepeueHb
COTPYJIHUKOB OpraHHU3allHH,
seisitoreiics Bnagenbuem UCIIH,
60 cyobekT I1/1H
5. | Hamuuue coenuHeHuit ¢ IpyrumMu UCIIdH, B KOTOPOI HCHIONB3YyETCA BBICOKUH
6azamu I1/1x napix UCII/H onHa 6a3a [1JIH, mpuHapIeKamas
OpraHu3aly - BIAJENbIy JaHHON
NCIIu
6. YpoBeHb 06001IeHHS NCIIIH, B KOTOPOIi IpeoCTaBiIseMbIe CpeaHuii
(o6e3nuuuBanus) [1/1n 10JIb30BATENIO JaHHbIE HE SBISIOTCS
0e3TMUEeHHBIMH (T.€. IPUCYTCTBYET
nH(pOopMaIKs, TO3BOJIIONIAS
uaeHTuuImrpoBath cyorekra I1J1H)
7. O6nwem I1/1H, KoTOpBIE UCII/Ix, He mpenoCTaBIISAIONINE BBICOKHUN
IPEIOCTABIISAIOTCS HUKaKO# nH(pOopMaIiu

CTOPOHHUM TOJIb30BaTEIISIM
NCIIu 6e3 mpeaBapuTeIbHOR
00paboTKn

3HaYeHUIO YPOBHA 3alIUIIICHHOCTHU «BpIcOKHIY COOTBCTCTBYIOT 4 XapaKTCPUCTUKHU, 3HAYCHHIO

ypoBHsL «Cpennuit» - 3 xapaktepucTtuku. Takum 00pazom, 4HCIOBOM KOA(P(PUIIMEHT HUCXOTHOU

samumennocty  UCITu Y1

3allUIICHHOCTH.

COOTBETCTBYET 3HAYECHHIO S5 - CpEIHSS CTEIEeHb WMCXOIHOU

B Ta6J'II/II_[e HUXC TPUBCACHBI TaHHBIC 00 OICHKC AaKTYAJIbHOCTH YI'PO3. I[J'IH Kaxgon YI'pO3bI

OIPEACIIACTCA BEPOATHOCTDb pCAJIM3allin YTI'PO3bI Y2u COOTBGTCTByIOI_I_[I/Iﬁ KOBCI)(I)I/II_II/IGHTZ

0 - 1t MaTOBEPOSITHOM YTPO3HI;
2 - 111 HU3KO# BEPOSITHOCTH yTPO3BI;

S - U1l cpeiHe BEpOSTHOCTH YTPO3bI;

10 - nns BBICOKOI BEpOSITHOCTH YyTPO3HI.

C y4eToM 3TOro peaim3yeMoCTh KaX 10l yrpo3bl Y pacCuUThIBAETCS MO hopMyJie:

Y = (YI+Y2)/20.

[To 3nayenuio koarddueHTa

peain3yeMocTi

yTpO3bI

MHTEpIpeTalts PeaTu3yeMOCTH yIpo3bl CIEAYIOIINUM 00pa3oM:

ecin 0<7<0,3, TO BO3MOXHOCTb PeAIM3allii YTPO3bl IPU3HAETCS HU3KOM;

ecin 0,3<7 <0,6, TO BO3MOXHOCTb PEAIN3allii YIPO3bl IPU3HAETCS CPEIHEN;

eciu 0,6<I" <0,8, TO BO3MOKHOCTb pean3alii YrpO3bl IPU3HAETCS BBICOKOW;

ecim Y <0,8, TO BO3MOKHOCTh PEIM3aLMN YTPO3bl IPU3HAETCS OUEHb BBICOKOM.

Y dopmupyercs

BepOanbHas

I[anee OLICHUBAETCS OIIACHOCTh KaXKIOM YI'PO3HI. HpI/I OIICHKC OIIaCHOCTHU Ha OCHOBC OIIpOCa

OKCIICPTOB ONPCACITIACTCA Bep63.J'IBHBII71 IIoKa3aTCJib OIMaCHOCTH AJIA paCCManHBaCMOﬁ I/ICHI[H

OTOT MOKa3aTeIb UMEET TPHU 3HAYCHUA:
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HU3Kas OMACHOCTh - €CIIM peajn3aiusi yrpo3bl MOXKET MPUBECTH K HE3HAYUTEIHPHBIM HETaTHUBHBIM
MOCIIEACTBHSM ISl CYOBEKTOB MEPCOHATBHBIX JTAHHBIX;

CpEeIHsIsL OTIACHOCTb - €CIIU peau3alus yrpo3bl MOKET IPUBECTU K HETATUBHBIM MOCIIEIACTBUSIM IS
CyOBEKTOB MEPCOHATBHBIX JAHHBIX;

BBICOKAsI OTMACHOCTh - €CJIM pPeai3allisl yrpo3bl MOXKET MPUBECTH K 3HAYUTEIbHBIM HETaTUBHBIM
MOCIIEACTBHSAM JIJISl CYOBEKTOB IMEPCOHATBHBIX TaHHBIX.

3areM OCyIIeCTBISETCs] BEIOOP M3 00mIero (peaBapuTeIbHOr0) MepedHs yrpo3 Oe30MacHOCTH TeX,
KOTOpbIE OTHOCATCS K akTyaidbHbIM st gaHHod WCII[IH, B COOTBETCTBMU C IpaBUIIaMHU,

MPUBEIEHHBIMU B TA0JIUIIE HUKE.

Bo3mo:kHOCTD IMoka3aTeab OMACHOCTH YIPO3bI
peaju3anuM yrpo3bl Huskasn Cpenuss Bricokas
Huskas HEaKTyaJbHas HEaKTyaJbHas aKTyaJbHast
Cpez[H;m HCAKTYyaJIbHAaA aKTyaJIbHasd aKTyaJibHasd
Beicokast aKTyaJIbHast aKTyaJbHas aKTyalbHast
OueHb BbICOKAs aKTyaJIbHast aKTyaJbHas aKTyaJbHast

CocraB yrpo3 omnpenenéH cneayromum odpasom. Ha ocHoBe «ba3zoBoii Mojenu yrpo3 6e30nacHOCTH
NEPCOHAIBHBIX [JaHHBIX HpPU HUX 00paboTke B MHMOPMAIMOHHBIX CHCTEMAax IEPCOHAIBHBIX
JAHHBIX)» YCTAHOBJIEHA THUIIOBas MOJENb yrpo3 Oe3omacHocTH, akTyanbHas g WII: Tunosas
MOJIeNIb  yrpo3 Oe30MacHOCTH TEepPCOHANBHBIX JaHHBIX, 00padaThIBA€MBIX B paCIpeIeICHHBIX
WHGOPMAIIMOHHBIX CHCTEMax IMEPCOHATBHBIX JAHHBIX, UMEIOMINX MOJKIIOYEHUE K CETSIM CBSI3U
O0I1Iero Moib30BaHUS M(MIIM) CETAM MEXIyHApOJHOro MH(GOpMaluoHHOro oOMeHa. [l naHHOH
TUIIOBOI MOJIEIM BO3MOYKHA pean3aliys ciaelyomux yrpo3 6e3onacioctu I1/1H:

Tabauna yrpo3 v uX XapakTepuCTUKHU

HanmenoBanue yrpossl ‘ BepositHocTh Y2 ‘ Peanusyemocts Y ‘ OnacHOCTh ‘ AKTyaJIbHOCTb
Yrpo3bl yTeukd HHQOPMALIMK IO TEXHUYECKUM KaHajam

Yrpo3sl YTEUKH | MaJIOBEPOSTHO Huskas (0,25) HU3Kas HEeaKTyaJlbHas
aKyCTHYECKOI 0)
(peueBoif) HHPpOpPMALIUU
Yrpo3sl YTEUYKU | MaJIOBEPOSATHO Huzkas (0,25) HU3Kas HEaKTyaJbHast
Bu1oBoM nHpopmarmu | (0)
Yrpo3sl YTEUYKU | MaJIOBEPOSATHO Huzkas (0,25) HU3Kas HEaKTyaJabHast
uHdopmanmu 1o kanany | (0)
[IOMUH

Yrpo3st HCJI k I1/11 nenocpeactsenno B UCIT/Ix
YTrpo3sl, peain3yeMsle B | MAJIOBEPOSITHO Huzkas (0,25) cpenHss HEaKTyaJIbHas
xo7ie zarpy3ku | (0)
OnepanrvoOHHON
CUCTEMBI u
HalpaBJieHHbIE Ha
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nepexBar naposie uin
UJIEHTU(DHUKATOPOB,
Moudukanuo 6a3oBou
CUCTEMBbl BBO/JIa/BbIBOJIA
(BIOS), nepexBaT
yIOpaBieHUsl 3arpy3Koit

Yrpo3bl, peanusyemble
nocie 3arpy3Kku
OnepauroOHHON
CHCTEMBI u
HaIpaBJICHHbIE Ha
BBINOJIHEHUE
HECaHKLOHUPOBAHHOTO
J0CTyIa c
IPUMEHEHUEM
CTaHJAPTHBIX (YHKIMH
(YHUYTOXKEHHUE,
KOIMPOBAHUE,
nepeMeleHue,
dbopmatupoBaHue U
T.I1.) ONIEPAIMOHHON
CHCTEMBbl WJIH KaKoi-
oo IPUKIIATHOM
IPOTrpaMMBl, €
MIPUMEHEHUEM
CHelHaIbHO CO3JIaHHBIX
JUISI BBITIOJIHEHUS

HCJI nporpamm

MaJIOBEPOSTHO

(0)

Huzkas (0,25)

cpenHss

HEaKTyaJlbHas

Yrpo3sl BHEJIpEHUS
BPEIOHOCHBIX
IporpamMm

CpemHss
BEPOATHOCTH (5)

cpennsis (0,5)

HU3Kas

HCAKTyaJIbHasA

CereBble yrpo3bl

Yrpo3sl "AHanuza
cereBoro Tpaduka" ¢
epexBaToOM
nepeaaBaeMoi Mo cetu
uH(popMaluu

HU3Kas
BEPOSTHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJIbHas

Yrpo3sl BBISIBJICHUS
napoJiei

HU3Kas
BEPOSTHOCTH (2)

cpenusis (0,35)

cpeaHsis

aKTyaJIbHad

Yrpo3bl YIAJIEHHOIO
3amycKa NPHIOKEHHI

HU3Kas
BEPOSTHOCTH (2)

cpenusis (0,35)

cpeaHsis

aKTyaJIbHad

Yrpo3pl BHEApEHUs IO
ceTu BPEIOHOCHBIX
porpaMm

HU3Kas
BEPOATHOCTH (2)

cpennsis (0,35)

HU3KadA

HCaKTyaJIbHAsA

YTpo3bl U3 BHEIIHUX CETEU

Yrpo3sl "Ananuza
cereBoro Tpaduka" ¢
MepeXBaToOM

nepeaaBaeMon BO
BHEIIIHNE CeTH u
IIPUHUMAEMOH U3

BHEIIHHUX ceTen

HU3Kas
BEPOSTHOCTH (2)

cpennsis (0,35)

cpenHss

aKTyaJibHas
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uHpopManuu

Yrpo3bl CKaHUPOBaHHS,
HaIlTpaBJICHHBIC Ha
BBISIBIICHHE THUIIA
ONepauOHHON
CHUCTEMBI

OTKPBITBIX IIOPTOB H
ciyxO0, OTKPBITBIX
COEAMHEHHM U JP.

APM,

MaJIOBEPOSITHO

V)

Huzkas (0,25)

HU3KaA HCaKTyaJIbHas

Yrpo3sl BBISIBJICHUS
rapoJieit

HU3Kas
BEPOSATHOCTH (2)

cpennsis (0,35)

CPCIaHAA aKTyaJIbHaA

Yrpo3sl MOJTYyYEHUS
HC nyrem mnoameHsl
JIOBEPEHHOTO

00BEKTa

MaJIOBEPOATHO

V)

Huzkas (0,25)

HH3Kasi HCAKTYyaJIbHAasA

VYrpo3sl tuna "OTka3 B
oOcayxuBaHuu"

HU3Kast
BEPOSATHOCTH (2)

cpennsis (0,35)

CpPpCaAHAA aAKTyaJIbHad

Yrpo3bl YIAJIEHHOIO
3aIycKa NPHJIOKEHHUI

MaJIOBEPOATHO

()

Huskas (0,25)

HHU3Kasd HCaKTYyaJIbHAsA

Yrpo3sl BHEApPEHUs IO
CeTH BPEJOHOCHBIX
nporpamMmm

CpeaHsIs
BEpPOSITHOCTH (5)

cpennsis (0,5)

CPCIAHAA AKTyaJIbHad

10. MeponpusiTusi 10 NpeaoTBpalleHnio yrpo3 6ezonacuoctu I1/{n

AKTyaJbHbIE YTPO3bI

Meponpusitusi 1o NpeoTBPaIIEHUI0 YIPO3

CereBble yIpo3bl:
VYrpo3sl "Ananmza cereBoro Ttpaduka"' c
nepexBaToM  IE€pellaBaeMol 1O  CEeTH
uH(popMalnu; YTPo3bl BHISBICHHS MTapoJiei;
VYTpo3sl yAaleHHOT O 3amycKa IpUII0KEHU;

Yrpo3sl W3 BHELIIHUX CETEU: YTIPO3bl
"AHanu3a ceteBoro Tpaduka" ¢ mepexBaTom
BHEIITHUE

repeaBaeMon  BO CeTh "

IIPUHUMAEMOM M3  BHEIIHUX  CETeH
uH(popMalnu; YTpo3sl BhISIBICHUS TapoJie;
VYrpo3sl THma "OTka3z B 00cayX’HBaHUU",
Yrpo3bl BHEApPEHUs MO CETH BPEIOHOCHBIX

IIPOrPaMM.

Peanu3zanus cuctemsl ¢ yCTaHOBJIEHHBIMU IS
nepenadu

UH(POPMALIUU OIPAaHUYEHHOTO JI0CTYTa
CepTU(PHUIMPOBAHHBIMU MEXaHU3MAMU
3anuThl, Hanpumep, ViPNet u npyrux,
OTBEYAIOIIUX TpeOOBaHUAM O€30MaCHOCTH
uH(popManuu B COOTBETCTBUU C
®enepanbHbM  3aKkOHOM 0T 27.07.2006 Ne
152-®3 «O nepcoHaTbHBIX JaHHBIX).

VYrpo3sl 6e3onacHoctu I1/[H mpu oOmene
I1/TH ¢ BHENTHUMU OpraHU3ALMIMUA U
Opa3eIICHUSIMUA

KOMIIaHUH yepes

MH(OPMaLIMOHHBIE CUCTEMBI.

Opranu3zanus A0cTymna paboTHUKOB
NIk
nepeaadn

B DJIEKTPOHHOM BUJIe HH(POPMAIIHH,

cUcTeMaM, PEKOMEHIOBAaHHBIM IS

coJiepxKaIine
Bpemennbie MeponpusTHs:

1. Ilepenauya AOKYMEHTOB, COAEpKaLIUX
I[Mdu, 4wepes EACIH c¢ oOs3arensHOiA
noMeTKon «OrpaHUYEHHBIN T0CTYI.

NEpCOHAIBHBIC JaHHBIC.
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2. [lepenaua I[11a Ha CHEMHBIX
MAIIMHHBIX ~ HOCUTENIAX  HH(pOpMAIMU  C
coOmoieHneM TpeOOBaHMI  HOPMATHUBHBIX
JIOKYMEHTOB Hllno UH(POPMALIMOHHOM
0€30I1aCHOCTH U JIeJIONPOU3BO/ICTBY.

Vrpo3a OTCyTCTBUS OJIOKHPOBKH
YUYETHOH 3aIHiCH ITPU MOKUAaHHN
pabouero mecta pabOTHUKOM

1.  VYcTaHOBUTH NEPHOIUYHOCTH CMEHBI
napoJsl yYEeTHOM 3alHCH.

2. TlpoBectn oOydeHue pabOOTHUKOB O
HEOOXOAMMOCTH  OJIOKUPOBKH  y4YETHOMU
3allUCH TIpU TIOKUJAHUK pPaboyero mecra
Oosiee yeM Ha 5 MUHYT WM NPU OTCYTCTBUH
3PHUTEILHOTO KOHTPOJIS J0CTyIa
MOCTOPOHHETO JIMIA K YYETHOH 3aIHCH.

3. IlpoBectn oOy4yeHue pYKOBOJMTENEH O
HEOOXOAMMOCTH  KOHTPOJISL  OJIOKMPOBKH
YUETHOW  3amlHcH pabOTHUKaMU  TIpH
MOKHJIaHUH Paboyero MecTa.
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JIucTt o3HakomuieHnsi ¢ Moiesibi0 yrpo3 0e30MacHOCTH NEePCOHAJILHBIX TaHHBIX B

HH(l)OpMaIIHOHHOﬁ CUCTEME NTIEPCOHAJTBHBIX JAaHHBIX

/a

®UO paboTHHKa

Jara

O3HAaKOMIJICHHUA

IMoamuce

paboTHHKA
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